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Abstract
Contactless Mobile Payment Systems (MPSs) and financial digital platforms have become increasingly important to our societies due to the 

widespread use of mobile devices and smartphones. These MPSs and Financial technology (FinTech) platforms facilitate large-scale financial 
transactions and contribute to the decline of cash usage. Cloud database systems play a crucial role in enabling fast financial transactions over the 
internet using recognition technology. This research aims to deliver a secure framework for contactless monetary transactions by modelling an MPS 
based on QR code technology and a real-time database. The MPS software architecture includes a mobile application and a server-side application 
architecture to handle business logic. Users’ data are digitally signed and stored using cloud computing technology. Agile methodology principles 
and the Scrum method are applied during system design, QRBee framework, and algorithms’ development. The study experiments demonstrated 
that QR codes are suitable for monetary transactions and cryptographic methods, such as asymmetric cryptography algorithms and digital signature 
techniques, to ensure secure data exchange without requiring client-side internet connectivity in computer networks. The QRBee framework has 
been rigorously tested using an Android app with an API server and MongoDB real-time database. This shows an MPS software architecture and 
application toward a robust communication network technology model to ensure that people from anywhere can easily and securely process 
financial transactions.
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Introduction

Mobile Payment Systems (MPS) have become one of our essen-
tial daily life activities [1]. Cash and payment cards (e.g. credit cards, 
debit cards), as well as other payment methods (e.g. Gift cards) are 
still commonly in-use by many people [2, 3]. This paper addresses 
the growing need for secure contactless monetary transactions by 
proposing a system, which comprises a software system for Quick 
Response (QR) code generation and scanning and a server-side 
business management application [4, 5]. Also, the Agile methodol-
ogy, Objectives and Key Results (OKRs) Framework, and the Scrum 
method are adopted for the research framework and software sys 

 
tem development [6-9]. In addition, the .Net framework is used due 
to its cross-platform functionality, an integrated development en-
vironment, and the Xamarin library to develop an Android-based 
QRBee mobile app. This is supported by a quantitative approach 
using a questionnaire and data from related studies to gather the 
system requirements, design, and development.

The focus on QR code-based financial transactions revealed 
promising results from a public acceptance survey, as high confi-
dence in the QRBee payment system has been observed [2]. The 
QRBee system is used in an Android-based mobile app and a 
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three-tier architecture [10]. This showcases the suitability of QR 
codes for secure transactions. The research has established a se-
cure platform for conducting contactless financial transactions to 
investigate the associated advantages, disadvantages, and areas for 
potential improvement [6-8]. A key distinguishing feature of the 
proposed system lies in its approach to financial transactions by 
utilising QR code recognition techniques and technology. This has 
been achieved by a comprehensive background review, which is 
conducted through exploring related topics from the current litera-
ture. The research methodology and methods focused on the design 
of the financial transactions system and protocol, followed by a re-
view of its implementation. Results are detailed in the subsequent 
section by outlining the outcomes and the implemented algorithms.

The content of this paper provides a holistic on the research 
study, which is structured as follows: Section 2 presents the re-
search context and literature review; Section 3 explains the re-
search framework and applied methodology, methods, and tech-
niques based on the literature to conduct the study and describe 
how the research has been implemented toward its findings; Sec-
tion 4 presents the research findings including the application of 
QRBee framework and algorithms of the QRBee system; Section 5 
comprehensively examines the research findings and explains the 
proposed system and further work, which includes responses to 
the research questions, outlines the study’s limitations and validity, 
and concludes by discussing the potential implications; Section 6 
ends the paper by drawing the research conclusions and areas for 
further work.

Background and State of the Art

In this section, the related work that has been published in 
the fields of contactless mobile payment systems, more specifical-
ly, their types will be reviewed. QR code structures and how they 
can be used in online transactions will be discussed. Also, a quick 
discussion about real-time databases will be presented. Finally, the 
combination of all these components will be outlined and explained 
to demonstrate how these can be used to process financial trans-
actions.

Designing a Contactless Mobile Payment System

There are many mobile payment technologies that are cur-
rently in use to run our daily activities. The Ahmed et al. [2] study 
explored multiple proposed models of mobile payment systems, 
including their technologies, comparisons, payment methods, and 
different security mechanisms. This provided analysis of the en-
cryption technologies, authentication methods, and firewalls, and 
also mentioned the following mobile payment technologies: Near 
Field Communication (NFC); GSM / SMS; Radio Frequency Identi-
fication (RFID); QR Code; Bluetooth; and Universal Second Factor 
(U2F).

Based on mobile payment technologies, different mobile pay-
ment systems have been developed. For example, the Yong, Rana 
and Shanmugam [3] study proposed a smart shopping system that 
enables customers to visit a shopping mall to scan the RFID of 

their purchase on the reader and watch its updates in real-time on 
their respective mobile devices. The hardware of the system con-
tains Node32 Lite, which is a microcontroller, Mifare RFID Reader, 
Tag and Card. These will be the core components of the proposed 
system. The study used the following software development kits 
(SDKs): PHP programming language, PHPMyAdmin, as an admin-
istrative console, and Webhost for hosting their system. Also, the 
Nseir, Hirzallah and Aqel [4] study proposed QR codes and mobile 
phones to be used in a mobile payment system instead of credit 
cards and Personal Identification Number (PINs). QR codes have 
certain characteristics, such as 360-degree reading, resistance to 
distortion, data restoration, etc., which can be utilised in MPS [5].

Utilising Quick Response Code Structure

QR codes are a two-dimensional symbol that can store informa-
tion just like their predecessors Barcodes. In recent years, QR codes 
have seen a spike in their popularity. The Soon’s [5] study stated 
that a QR Code consists of the following 5 components:

•	 Finder Pattern: This is represented as three squares located 
in the three corners of the QR code. This pattern will allow the 
user to get the position, size, and angle of the QR code, which 
means that the QR code can be read from different angles.

•	 Alignment Pattern: This consists of one or more squares lo-
cated at the same distance. The purpose of this pattern is to 
correct any distortions that QR code might have.

•	 Timing Pattern: This consists of repeating black and white 
cells arranged both vertically and horizontally. The timing pat-
tern has the same purpose as the alignment pattern.

•	 Quite Zone: This is the zone that surrounds the QR code, and 
its purpose is to make QR code more recognisable.

•	 Data Area: The actual QR code consists of black and white 
cells. The data that is passed to the QR code is encoded into 
binary, which is then converted to black and white squares.

The Chang et al. [11] study focused on the motivation of cus-
tomers to choose QR codes as a payment tool. The study applied the 
slightly modified model of Unified Theory of Acceptance and Use 
of Technology (UTAUT), where questionnaires were used for data 
collection, and more than 400 records were gathered, and also, Par-
tial Least Squares Structural Equation Modelling (PLS-SEM) were 
used for data analysis. The study has found that potential custom-
ers would intend to use QR code in the following cases: First, if the 
customer perceived that using the QR code would improve transac-
tion efficiency of other applications; Second, the money transaction 
cost would be reduced; Third, the customer can receive a discount 
by using QR code, and/or other people who are important to them 
are using QR code as well.

Ahmad et al. [12] introduced a payment system that uses QR 
code and visual cryptography to ensure maximum security. This 
system consists of two components, which are the mobile applica-
tion and cloud server. The system’s payment process is illustrated 
in Figure 1 and Figure 2.
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Figure 1: Process of Generating Shadows from a QR Code [12].

Figure 2: Process of Verification of QR Code [12].

The Visual Cryptography Scheme (VCS) algorithm has been 
used to conduct the implementation based on Ahmad et al. [12] 
study. The VCS algorithm generates two shadow parts to share, 
which are required to restore the original image. Figure 1 demon-
strates the process of generating these two parts by sending a copy 
to the server and another copy to the user in order to scan and ver-
ify.

The QR codes are generated at the server’s side for increasing 
security using image encryption and decryption to not allow any 
possibility of tampering at the client’s side [12]. Also, the Sintyan-
ingrum et al. [13] study demonstrated an application which can be 
used to enhance the security of certificates with digital signatures. 
This application can be used for extra security and a QR code for the 
authentication of the certificates. The study discusses in detail how 
their application works as well as presents some examples. Figure 2 
shows the process of verifying the QR code upon scanning through 
two copies, which are a copy from the server and a second copy 
from the user who scanned the QR code.

Utilising Realtime Database

SQL database systems have been used for Online Transaction 
Processing (OLTP) since the emergence of the internet, but in 
modern database systems, NoSQL have gained more grip because 
NoSQL/unstructured databases provide better performance, es-
pecially in handling big data. In Ohyver et al. [14] study, NoSQL 
Firebase database engine compared to MySQL database, which 
results based on overall Create, Read, Update, and Delete (CRUD) 
operations that Firebase Realtime Database shows better per-
formance relatively than MySQL Database. Conversely, the Kaur 
and Sachdeva [15] study introduces the NewSQL term as follows: 
“NewSQL is a class of modern Relational Database Management 
Systems (RDBMS) that provide the same scalable performance of 
NoSQL systems for Online Transaction Processing (OLTP) read-
write workloads while still maintaining the ACID guarantees of a 
traditional database system”. The work compares the performance 
of VoltDB, MemSQL, CockroachDB, and NuoDB. Figure 3 shows the 
comparison of NewSQL performance results.
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Figure 3: NewSQL Performance Comparison [15].

Further, traditional relational databases, which use Structured 
Query Language (SQL), are also developing [16]. For example, Or-
acle introduced Database In-Memory (DBIM) to describe and anal-
yse the combination of DBIM and Active Data Guard (ADG) perfor-
mance for a traditional Oracle database. The ADG provides nearly 
real-time primary-to-standby database replication to allow the off-
load of analytical tasks to the standby database instead of running 
them on a primary database, while DBIM functionality is extended 
to a standby database. Accordingly, developers can utilise the best 
of both frameworks by isolating their read-write and read-only 
workloads on the primary and standby databases to perform better 
and achieve faster analytics [16]. Indeed, DBIM-on-ADG structure 
allows making queries executed on the standby database to gain 
the benefits of DBIM for improving the response time of certain 
queries by orders of magnitude.

Developing a Contactless Mobile Payment System

The development of a robust and secure financial transaction 
processing system requires a mobile application (i.e., Mobile Pay-
ment System), which generates, scans, and reads QR codes. This 
uses cryptographic algorithms to formulate QR codes for protecting 
financial data. The mobile application processes financial transac-
tions through a server where the MPS real-time database is allo-
cated to perform all the required checks. Also, the MPS real-time 
database can store financial data and information about financial 
transactions. Overall, mobile applications development methods, 
techniques, and Software Development Kits (SDKs) have been used 
to clarify and make responses to the following: What exact data for-
mats to use? What data streams should be involved? How will fi-
nancial data be protected from accidental or fraudulent disclosure? 
What exactly should be stored in the database, and how to deal with 
unfinished transactions? Thus, software development methods, 
such as Agile Software Development (ASD) approach and Objec-
tives and Key Results – OKRs framework, and SDKs (i.e., Microsoft 
Visual Studio, C# for the .Net, Xamarin framework, and MongoDB) 

have been used to create the process to develop the MPS software 
application and its real-time database [6-8]. These are discussed 
in the following sections to provide further details on the software 
application development and practice to formulate contactless MPS 
using QR codes.

Methodology and Methods

The development of the proposed contactless mobile payment 
system using QR code structure and real-time database integration 
was carried out following the principles of the Agile methodology, 
with a specific focus on the Scrum framework [10, 17]. Agile was 
selected as the guiding approach due to its iterative and incremen-
tal nature, which enables flexibility in addressing the continuous-
ly evolving requirements, continuous feedback, and collaborative 
development throughout the lifecycle of the project. The Scrum 
framework facilitated efficient sprint planning, daily stand-ups, 
sprint reviews, and retrospectives by ensuring the development 
process remained adaptive and responsive to challenges encoun-
tered during implementation. The MPS framework was implement-
ed using the C# programming language within the .NET framework, 
as this environment provides cross-platform functionality, robust 
performance, and an extensive standard library that simplifies 
software development. The Visual Studio 2022 Community Edition 
served as the integrated development environment (IDE), which 
offered advanced debugging tools and seamless integration with 
version control systems to support efficient coding and testing. The 
.NET 6.0 framework and C# 10 were deliberately chosen to ensure 
compatibility with the latest technological advancements, while 
also utilising improved runtime performance and modern pro-
gramming constructs.

Since the project was developed from the ground up, without 
any pre-existing legacy requirements, the latest available versions 
of tools and frameworks were utilised. This approach not only en-
sured the adoption of up-to-date development practices but also 
minimised potential compatibility issues in the long term. The in-
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cremental nature of the Agile-Scrum methodology allowed for the 
continuous refinement of the mobile payment system, particularly 
in implementing secure QR code generation, real-time transaction 
validation, and robust communication with the backend database.

The research study considered several software development 
methods prior to starting the actual system design and implemen-
tation. This includes studying their advantages and disadvantages 
(pros & cons) to find the most appropriate software design ap-
proaches and development methodology. Indeed, many require-
ments have been identified during the initial stage of the study, 
which include the following key requirements:

•	 Capability to recognise, scan and read the information embed-
ded in the QR codes;

•	 Ability to make financial transactions between two client’s mo-
bile devices;

•	 Ensure that the designed model process tested on actual mo-
bile devices in such different real-world scenarios (study cas-
es).

Further, the research questions in which utilised to drive our 
study and the approaches and methods used are explained in Sec-
tion 3.1, and in Section 3.2 the study direction has been described, 
including the search process, selection steps, and data sampling. In 
Section 3.3, the research design has been explained with details on 
the study methodology, methods and techniques toward making 
the research framework. Finally, Section 3.4 explains the software 
architecture and how the QRBee system utilises a cloud-based re-
al-time database to ensure efficiency and adaptability for contact-
less monetary transactions.

Research questions

The main goal of this study is to research the feasibility and 
possibility of utilisation of QR code-based segments within secure 
and safe communication networks that are used for processing 
sensitive financial data [2-4]. This raises three Research Questions 
(RQs), which the study focuses on to provide the results and re-
search findings, and these research questions are:

RQ1. What software development methodology and appli-
cation lifecycle should be applied? During the initial phase of the 
study, a wide variety of software development methodologies were 
considered for implementation in this study. After careful investi-
gations using related studies from the literature review, two main 
approaches have been considered, which are the Waterfall and ASD 
methodologies [6-8]. The aim is to select the most flexible software 
development approach in order to conduct the system design and 
implementation.

RQ2. Can QR Code be utilised as a transport tool for financial 
data? Usually, QR code do not provide fully secure communications. 
Simply because the QR code is visible to the naked eye. Similarly, 
many studies have shown that QR code is already commonly used 
by MPS [5, 15]. Hence, research should be conducted to define 
where in the communications chain such a not fully secure segment 
can be used (RQ2.1), and how QR code can be used to provide fully 
secure transport for financial data (RQ2.2). Also, the study needs 
to define the appropriate dataset to conduct the implementation of 

the transaction protocol, which specifies the stages for performing 
the payment. Thus, the study seeks to find how the dataset should 
be defined for each stage (RQ2.3).

RQ3. What are the key techniques to ensure the integrity of 
secure financial transactions? Certainly, one of the key objectives 
of this research study involves financial data, which must be mea-
sured appropriately to ensure that the financial transaction is gen-
uine. Usually, data required for performing financial transactions, 
and therefore, a set of techniques has been applied to ensure the 
integrity and safety. Thus, the study looks at how to ensure the gen-
uineness of financial transactions (RQ3.1). Also, it is important to 
protect data by following the appropriate measures in all stages of 
transaction to prevent tampering with the financial data and veri-
fy the origin of such data, so responses can be created accordingly. 
Thus, the study seeks to find how to recognise the appropriate mea-
sures to prevent access to genuine financial data to protect financial 
transactions (RQ3.2).

Study Direction

The focus of this paper is to deliver a FinTech model that can 
support monetary transactions supported by QR codes. As a result, 
systematic research was conducted as illustrated in Section 2. Also, 
related work is found mainly in three scholarly resources, which are 
IEEE Xplore database, Google Scholar, and Elsevier. This is achieved 
with the use of the University of East London library resources to 
find the related research materials.

Search and Selection Process

The primary search was conducted during 2022 using the 
above learning resources. A set of keywords were used during the 
search, which are: Mobile Payment Systems; QR Code; Realtime 
Database System; NoSQL Database; Online Transaction Processing; 
and Financial Technology. Only papers written since 2018 were 
considered relevant, and this filter was applied during the search. 
The combined results in the IEEE database returned around 13,967 
results, of which the first 200 were reviewed. The Google Scholar 
results returned more than 200,000 papers (i.e. 262,900), of which 
the first 200 were also reviewed. In total, around 150 related re-
search papers were gathered in an initial search.

Study Selection Steps

Selection steps were applied for the selected papers from the 
initial research and the above selection process. Firstly, the rele-
vance of each identified study was first checked based on the title 
and the abstract, and any duplicates were removed. The remain-
ing papers were read in their entirety. During the selection, the 
following criteria were applied to each paper: it must be written 
in English; it must be related to the selected methodology and the 
research framework; and it must be related to the selected topics 
or keywords. Lastly, almost 30 related works were used, along with 
the references from these studies, which also helped to further in-
depth our knowledge. Of course, these studies and resources are 
used in this paper’s referencing.

Data Collection and Selected Studies

Research quantitative approach using close questions type 
of questionnaire (survey) chosen to collect data for the software 
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model requirements [2]. The questionnaire aims to find the bound-
aries of comfort usage of mobile payment applications based on 
QR code and the advantages and disadvantages of QR code-based 
apps compared to other payment methods. The collected data were 
stored in a shared drive and processed. The survey was created us-
ing Microsoft Forms and shared in a Microsoft Teams group chat 
with students at the university. The survey consists of 12 questions 
represented as either Likert charts or single-choice questions, and 
the participant can only choose one of these answers. The research 
datasets are accessible through the Digital Commons Data (Mende-
ley Data) repository [18]. This is explained in section 4, and in sec-
tion 5, the study findings and contributions have been illustrated.

Study design

Software development methodology is usually applied to en-
sure that a set of principles is followed as guidance during the 

study or software project to design the required models and system 
strategy diagrams [6-8]. According to Alliance Software [19], Soft-
ware Development Methodology runs as a framework, process, or 
series of processes, which can be applied for software development 
purposes through different phases with steps to launch a software 
product. Also, the objectives and key results approach, also known 
as the OKRs framework, is implemented to provide regular checks 
on priorities, focus on achievements, and allows us to collaborate, 
communicate and together align tasks [7]. According to Doerr and 
Page [20], OKRs is a simple goal setting framework using Why? as a 
concept. OKRs are about Yes, no, and being Simple, which supports 
focusing on execution and what really matters to measure perfor-
mance, as shown in Figure 4. Many organisations, such as Google, 
Amazon, Spotify, Twitter, and Netflix, use OKRs as an instrument to 
set and align their goals and define their desired results.

Figure 4: The Objectives and Key Results – OKRs Framework [20].

Further, the study ideas are executed using Agile software 
development. ASD presents a collection of several software de-
velopment approaches based on similar ideas [8, 17]. These ASD 
approaches can organise the software development to embrace 
requirements, tackle software development changes, and priori-
tise tasks. Also, ASD focuses on agility and flexibility to formulate 
software products. Indeed, Agile is a set of principles based on the 
so-called “Agile Manifesto”, which is an ideology to make a system 
of ideas including: Individuals and interactions over processes and 
tools; Working software over comprehensive documentation; Cus-
tomer collaboration over contract negotiation; and responding to 
change over following a strategy and plan [21].

Practically, software developers and system architectures 
have multiple Agile methods, which are used to support and com-
plement the Agile philosophy. Agile methods, such as Test-Driven 
Development (TDD), Feature Driven Development (FDD), Extreme 
Programming (XP), Scrum, Dynamic System Development Mod-
el (DSDM), and Crystal, etc., in general have their advantages and 
disadvantages, life cycles, and roles [22]. Indeed, there are several 
methodologies built using principles of Agile in mind, and one of 

them is formally known as Professional Scrum Framework (PSF) 
and generally as Scrum, see Figure 5 for details of the PSF process 
[21-23]. According to Scrum.org [9], Scrum has been described “as 
a way to get work done as a team in small pieces at a time, with 
continuous experimentation and feedback loops along the way to 
learn and improve as you go”.

Further, Scrum (PSF) is applied as an iterative framework con-
sisting of short iterations called “Sprints” [9, 21]. At the end of each 
sprint, the team delivers their work and measurable results. This 
helped the team to have constant collaboration with stakeholders 
and continuous improvement at each stage, which is vital to the 
project team members and stakeholders [17, 23]. Once each sprint 
begins, the team cycle through a process of planning, execution, and 
evaluation.

Software Architecture

The Financial Transactions Model (FTM) has been designed 
based on three layers, which are the mobile application, Application 
Programming Interface (API) server, and the database, see Figure 6 
[24]. The mobile application layer is used to make transactions for 
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both the client (payer) and the merchant (trader) actors [25]. The 
API server layer is used to manage the application functionality and 
make the required database queries using NoSQL database engine, 

and the NoSQL database layer stores transactions and users’ data 
[26-28].

Figure 5: Professional Scrum Framework [9,21].

Figure 6: Financial Transactions Model Layers and Data Flow Diagram.

Both Client and Merchant interact with the mobile application 
model that functions using their role (Figure 6). Hence, the Client 
can register by accessing the API server, and then the transaction 
can be confirmed without internet access to the API server. While 
Merchant can register, initiate a transaction, receive a confirmation 
from the Client, communicate with the API server, and receive ap-
proval of the transaction. The mobile application model generates 
and scans QR codes to perform secure communication through a 
server using Microsoft Xamarin and C# for the .Net and the API 

server handles the connection logic [10]. NoSQL MongoDB da-
tabase engine is used for the connection logic due to its superior 
performance, resilience, and comprehensive reporting capabilities 
[26]. External libraries for the mobile Operating Systems (OSs) 
have been contained in an object called QRBee to build the FTM 
dependency diagram (Figure 7). These libraries make the payment 
system have cross-platform capabilities. The FTM consists of five 
modules, which are: 
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Figure 7: Financial Transactions Model Dependency Diagram.

•	 the QRBee.API for the API server that contains the connection 
functionalities; 

•	 the QRBee.Core for the common functionalities; 

•	 the QRBee.Android for Android OS and User Interface (UI) re-
lated functionalities; 

•	 the QRBee for the common functionality for all mobile plat-
forms; 

•	 the QRBee.iOS for Apple iOS and UI related functionalities.

There are two main Client/Server communications implement-
ed, see Figures 8 and 9. The first is the Client registration process to 
use the application, see Figure 8. The registration process is done 

with the use of private and public key encryption and self-signed 
certificates [29, 30]. For security reasons, private key generation 
with the use of a cryptographically strong random number genera-
tor must be performed at the point of ownership. Also, user (Client/
Merchant) keys should be generated on the app, while server keys 
must be either pre-generated or generated on the API server-side 
[31]. The API server acts as a Central Authority (CA), which issues 
self-signed digital certificates to users. The user certificate is used 
during the registration validity procedure, which only accepts cer-
tificates issued by the API server and assigns them to the users’ pri-
vate key. Accordingly, if the user already exists, the certificate will 
be updated on the app; otherwise, the user’s self-signed certificate 
will be stored in the real-time database (MongoDB).

Figure 8: Financial Transactions Model Client Registration Graph.
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Figure 9: Financial Transactions Model Payment Sequence.

Table 1: Financial Transactions Model Sequence Steps.

№ Step Description

1
Merchant generates 
QR code through 
mobile device

The user acting as a Merchant generates a QR code on his phone with the amount he/she wants the client to pay. The gen-
erated QR code consists of Merchant and transaction IDs, Merchants’ Name, amount to be paid (money), the Coordinated 
Universal Time (UTC) Timestamp and Merchants’ digital signature for the above.

2 Client scans QR code The client uses the phones’ camera to scan Merchants’ QR code.

3 Client either accepts 
or denies the offer

If the client denies the offer, the transaction process will be ended, and if accepts, a new QR code is generated containing 
Merchants’ data from step 1 with encrypted Client’s card data, ID, timestamp and digital signature.

4 Merchant scans 
Client’s QR code The Merchant scans the Clients’ QR code using Mobile camera.

5
Sending Merchant’s 
data to the API 
server

The payment request only contains Clients’ response data, which is sent to the API server for validation.

6
API server verifies 
the Merchant 
request

The verification is performed through a series of checks to validate the transaction data including digital signatures and 
Client cards’ data in the system. Also, decrypts the Client’s card data block.

7
Validated data 
sent to a payment 
gateway

A preliminary transaction is saved to the real-time database (MongoDB). The Client cards’ data sent to the payment gate-
way, which rechecks data again and either accepts or rejects the transaction. The result gets converted into a transaction 
response and sent back to the Merchant

8 Merchant confirms 
the receival

The confirmation process happens in the background and it is intended to prevent the situation where the transaction 
gets accepted, but the API server fails to send the response back to the Merchant’s mobile device.
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The second Client/Server communication is the payment trans-
action process (Figure 9). The process uses a Two-phase commits 
technique [32]. This process consists of 8 steps, which are de-
scribed in Table 1.

The Merchant is unable to access Clients’ card information at 
point in the transaction process. The Client’s card data block is fully 
encrypted, so that neither card number nor Card Verification Value 
(CVV code) are visible to other users. The encrypted data can only 
be decrypted by the API server. In parallel with the payment pro-
cessing, a transaction cancellation loop runs in the background. The 
purpose of such loop is to automatically cancel unconfirmed trans-
actions by Merchant’s in a specified timescale, and the completed 
transactions are saved in the database.

Discussions and Findings

The study results are described in this section. The study seeks 
to assess the feasibility of developing a monetary transaction 
system that utilises QR codes. Section 3.2 explains a brief survey 
conducted to evaluate public acceptance of the proposed concept. 
Also, discussions about the proposed system’s benefits to people 
are developed. This section looks closer at the user interface of the 
proposed system, its usability and User Experience (UX), and also 
provide an overview of the experiments on the system and their 
results. Finally, this section concludes by answering the research 

questions in section 3.1.

The purpose of QRBee is to provide small businesses and indi-
viduals with a system that secures contactless payments. To confirm 
this, a brief survey was conducted to find the boundaries of comfort 
usage of mobile payment based on QR code and the advantages and 
disadvantages of QR code compared to other payment methods. 
The results of the survey and responses from people during the 
project showcase event at the University of East London confirmed 
that 90% of participants would trust such a new payment system, 
as it provides a new, secure way of payment. Another study [33], 
also confirmed that QR code mobile payment (m-payment) experi-
ence have optimistic perspective and improved technology-based 
financial services.

The QRBee framework is implemented on an Android mobile 
app for experiments, and the main use interface consists of two 
tabs, Client and Merchant (Figure 10). Each tab plays its own role 
and corresponds to the transaction based on the FTM sequential 
steps. Figure 10.a shows the Client tab functionalities, and Figure 
10.b shows the Merchants tab functionalities. In practice, the mo-
bile phone camera should be enabled/allowed for the QRBee model 
to proceed, and then, register into the QRBee framework by clicking 
the “Register” button.

A financial transaction model was implemented and tested (Ta-
ble 1). This FTM has sequential steps based on algorithms, which 
use QR codes to store encrypted data for a financial transaction, and 
the FTM steps were discussed in section 3.4. The FTM has three 
algorithms to implement the model’s sequential steps to process 

financial transactions [34]. Algorithm 1 describes the Merchants’ 
steps 1, 4, 5, and 8 of the FTM sequence process (Table 1), and also, 
the Merchants’ registration process and digital certificate assign-
ment, if there is none in the QRBee framework.

Figure 10: QRBee framework mobile application functionalities.
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Algorithm 1: Merchant

Input: price

Output: confirmation

1.	 TryLoad MerchantCertificate, ServerCertificate

2.	 if MerchantCertificate is None:

3.	  show Merchant registration dialog

4.	  MerchantKey: = new (public key, private key)

5.	  MerchantCertificateRequest: = new CertificateRequest (MerchantKey.public, MerchantId)

6.	  ServerCertificate, MerchantCertificate: = send MerchantCertificateRequest

7.	  store MerchantCertificate, MerchantKey.private

8.	 end if

9.	 MerchantTransaction: = Sign (Make (Price), MerchantKey.private)

10.	 show QR Code (MerchantTransaction)

11.	 ClientTransaction: = read QR Code

12.	 ServerReply: = send ClientTransaction to API server

13.	 Check signature (ServerReply)

14.	 if signature is invalid

15.	  stop

16.	 end if

17.	 MerchantConfirmation: = Sign (Make(transactionId), MerchantKey.private)

18.	 send MerchantConfirmation to API server

19.	 show confirmation

Algorithm 2 describes the Clients’ steps 2 and 3 of the FTM se-
quence process (Table 1) and looks at the Clients’ registration pro-
cess and digital certificate assignment, if there is none in the QRBee 
framework. When the Client scans the Merchants’ QR code, the FTM 

checks Merchants’ signature and replies to the offer, and if either 
the Merchants’ signature is incorrect or the reply is negative, algo-
rithm 2 terminates the financial transaction.
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Algorithm 2: Client

Input: QR Code (merchant transaction)

Output: QR Code (client transaction)

1.	 TryLoad ClientCertificate, ClientCardData, ServerCertificate

2.	 if ClientCertificate is None:

3.	  ClientCardData: = show client registration dialog

4.	  ClientKey: = new (public key, private key)

5.	  ClientCertificateRequest: = new CertificateRequest (ClientKey.public, ClientId)

6.	  ServerCertificate, ClientCertificate: = send ClientCertificateRequest to API server

7.	  store ClientCertificate, ClientKey.private

8.	 end if

9.	 MerchantTransaction: = read QR code (merchant)

10.	 Check signature (MerchantTransaction)

11.	 if signature is invalid

12.	  stop

13.	 end if

14.	 reply: = show price to client

15.	 if reply is OK:

16.	  EncryptedCardData: = Encrypt (ClientCardData, ServerCertificate)

17.	  ClientTransaction: = Sign (Make (MerchantTransaction, EncryptedCardData), ClientKey.private)

18.	  return QR code (ClientTransaction)

19.	 else

20.	  stop

21.	 end if

Algorithm 3 represents the API servers’ steps 6 and 7 of the 
FTM sequence process. In this algorithm, the API server checks the 
Client’s transaction data, including Merchants’ and Clients’ digital 
signatures, and if the transaction is appropriate, the data will be 

sent to the payment gateway, which responds back to the Merchant 
to confirm the transaction passes the check, so the transaction can 
be saved to the database with the “confirmed” status.
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Algorithm 3: API server

Input: ClientTransaction

Output: ServerReply

1.	 Check client signature (ClientTransaction)

2.	 if signature is invalid

3.	  return ServerReply (error)

4.	 end if

5.	 Check merchant signature (ClientTransaction.MerchantTransaction)

6.	 if signature is invalid

7.	  return ServerReply (error)

8.	 end if

9.	 ServerTransaction: = Make (ClientTransaction, Status: pending, timestamp)

10.	 store ServerTransaction

11.	 reply: = send ServerTransaction to Payment Gateway

12.	 if reply is OK

13.	  ServerTransaction.Status: = unconfirmed

14.	  store ServerTransaction

15.	 else

16.	  ServerTransaction.Status: = declined

17.	  store ServerTransaction

18.	  return ServerReply (declined)

19.	 end if

20.	 ServerTransaction: = Sign (ServerTransaction)

21.	 confirmation := send ServerTransaction to merchant

22.	 if confirmation is OK

23.	  ServerTransaction.Status := confirmed

24.	  store ServerTransaction

25.	 end if

26.	 foreach ServerTransaction where Status is unconfirmed

27.	  if ServerTransaction.timestamp < now - ConfirmationTTL

28.	  ServerTransaction.Status := timeout

29.	  store ServerTransaction

30.	  send ServerTransaction to Payment Gateway

31.	  end if

32.	 end foreach

Further, the Client needs an internet connection to register in 
the QRBee system during the registration process. The implement-
ed financial transactions algorithm permits only the Merchant to 
have a constant internet connection, as the Merchant can only in-

teract with the API server during realtime connectivity. The QRBee 
system uses an industrial standards three-tier architecture, which 
isolates the database from business logic, and business logic from 
the UI. The payment transaction was successfully implemented us-
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ing QR codes on the Merchant/Client side and internet access on 
the Merchant/API Server side (RQ1). Experiments were conduct-
ed using an Android emulator and realtime mobile devices. The 
experiments revealed that Android emulator camera support was 
not ideal, as it has a very slow frame rate and resolution, which af-
fects QR code recognition, especially if the QR code contains a high 
amount of data. The distance to the emulator camera also affected 
the recognition rate. As shown in Section 3.4, QR codes used within 
the application contain relevant data where the digital signature is 
the main size contributor. This means that QR codes are well suited 
to be a medium of monetary transactions (RQ2).

Furthermore, the proposed protocol provides a cryptographic 
method of data exchange (RQ3). This includes asymmetric cryp-
tography, digital signatures and proof of key ownership, which pro-
vides a private certificate exchange scheme, see Section 3.4. At any 
point of data exchange, a digital signature is calculated based on 
the previous stage data to confirm the financial transaction. This 
makes data tampering impossible. Indeed, the only source of trust 
in the QRBee system is the API server certificate, which is distribut-
ed along with the mobile application. This is protected by Android 
or iOS developer signature and a corresponding digital certificate.

Overall, the QRBee system and its mobile application were de-
veloped using industry-standard practice, which utilised a three-ti-
er architecture through Android OS. The protocol used by the QRBee 
system provides a robust and secure way of performing monetary 
transactions where its security relies on cryptographical transfor-
mations and digital signatures. QR codes were used for transaction 
initiation without an internet connection required on the Client 
side during payments, which makes financial transactions symbol 
through less requirements.

Experimental Analysis

This section discusses the research findings and provides ex-
planations about the proposed system and makes recommenda-
tions for further development. This includes answering the re-
search questions and providing the limitations and validity of this 
study. Finally, the implications for potential research and practice 
are also discussed. However, the research has three main questions 
with corresponding sub-questions. These RQs have been studied 
and answered as follows:

RQ1. What software development methodology and applica-
tion lifecycle should be applied? Agile software development meth-
odology, in combination with the objectives and key results frame-
work have been applied for developing this research project [6-8]. 
Indeed, Agile and OKRs approaches have been used throughout the 
software system design and development phases.

RQ2. Can QR Codes be utilised as a transport tool for financial 
data? During the research, it was found that QR codes can be used 
as a medium for transferring financial information between two 
devices, as demonstrated in FTM Sequence steps shown in Table 
1 and the derived algorithms discussed in Section 4. The QR codes 
in FTM steps are only used to pass secure information between 

two devices, and therefore, they can be checked by the QRBee sys-
tem (RQ2.1). For security and ethical reasons, the data in QR code 
needs to be secured; otherwise, such private data, as users’ infor-
mation and credit card data, will be exposed to any individual who 
scans the QR code. Encryption and security check processes were 
implemented to prevent such issues (RQ2.2). Table 1 has the FTM 
sequence 8 steps describe and states what data is being transferred 
at each step of the process (RQ2.3).

RQ3. What are the key techniques to ensure the integrity of 
secure financial transactions? The research encryption has digital 
signature verification processes, which used the RSA asymmetric 
cryptography algorithm for producing digital signatures and en-
cryption for protecting sensitive Client data. The digital signature 
allows the QRBee system to verify data integrity as well as the user 
identity. This technique prevents situations when a third party tries 
to manipulate data to its own needs (RQ3.1). The data itself is en-
crypted, meaning that it cannot be read without the knowledge of 
private RSA keys to prevent various malicious events from happen-
ing (RQ3.2).

The QRBee framework ideas came from prior research studies, 
specifically drawing from [4, 11-14] study sources. For instance, 
the QRBee infrastructure aligns seamlessly with the established 
mobile payment security framework as described by Ahmed et al. 
[2]. Indeed, the primary emphasis of the QRBee system centres on 
enhancing transaction security and user convenience. There are 
several software development tools have been used, including Mic-
rosoft Visual Studio, Xamarin, and C# programming language. This 
offers an exceptional rapid development framework, complement-
ed by a comprehensive set of programming tools, such as a robust 
compiler, debugger, profiling tools, source version control, and a 
package manager. This combination enables quick software sys-
tem prototyping and accommodates various software development 
methods. In this research project, Agile methodology was utilised 
for the software development process and control.

The selection of the real-time database for QRBee system was 
driven by a focus on performance. While traditional SQL databas-
es like Oracle or Microsoft SQL Server meet performance criteria, 
they come with associated costs [14]. In contrast, modern NoSQL 
cloud realtime databases offer high performance, more flexibility, 
and frequently come with contemporary programming UIs at al-
most no cost. QRBee system utilises MongoDB, which is available 
under a free community license. However, the trade-off with these 
databases lies in their distinctive interfaces, deviating from the 
standardised relational database model commonly known as SQL 
database systems. In addition, the QRBee system algorithms in Sec-
tion 4 describe the processes and data flow to ensure the security of 
the FTM. These algorithms find applicability in a category of com-
munication protocols suitable for implementing payment systems, 
or to some extent, any secure data exchange protocols that do not 
necessitate internet connectivity on the Client side. An exemplary 
application of these algorithms could be observed in the secure 
stamping of client-provided data. In such a scenario, the Client is 
armed with a smartphone and engages in a secure exchange with 
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the Merchant situated at a standalone kiosk or computer without 
internet access.

The proposed QRBee FTM protocol ensures both transaction 
security and the confidentiality of personal information (data pri-
vacy), making it applicable across non-secure channels such as the 
internet and QR codes exchange. Although QRBee system utilises 
QR codes in the initial phase of the financial transaction, it is im-
portant to note that the FTM protocol itself is not confined to QR 
codes. One can envision scenarios where the same information can 
be transmitted via alternative channels, such as NFC or Bluetooth, 
revealing the FTM protocol’s adaptability beyond QR code usage. 
Also, the QRBee system establishes a robust groundwork and foun-
dation for a real-world practical commercial software application. 
The inherent characteristics of QR codes impose limits on the secu-
rity robustness of the FTM protocol. Given that any RSA-encrypt-
ed value shares the length of the RSA key used for encryption or 
digital signature calculation, the size of the generated QR code is 
inevitably influenced. Both the mobile-phone’s screen and camera 
have limitations on the size of the QR code for effective recognition. 
Consequently, the use of long keys is practically restricted. Although 
this is not currently an issue, it could pose a challenge in the future 
as specific key lengths may be deemed insecure. 

Further, it is essential to acknowledge that the survey findings 
rely on the subjective opinions of the participants, and the partic-
ipant pool was relatively small. Consequently, the survey results 
only reflect the broader public sentiment regarding QR Codes and 
their utilisation in financial transaction software applications. The 
distinctive feature of the FTM protocol, requiring only Merchants to 
have internet access for the transaction process, sets QRBee frame-
work apart from other payment approaches. This unique charac-
teristic enables its application in service points with limited or no 

cellular reception. In such scenarios, Merchants can utilise private 
broadband connections and secure Wi-Fi endpoints without the 
need to establish public Wi-Fi for Clients. This not only allows Mer-
chants to save costs on providing public Wi-Fi, but also, eliminates 
the requirement for Know Your Client (KYC) procedures on public 
networks (Client identification) and ensures compliance with data 
protection regulations (e.g. GDPR 2018). For Clients, this translates 
to not enabling Wi-Fi connections on their phones or connecting 
to insecure public Wi-Fi. In essence, this expedites the payment 
process, which enhances Client turnaround, and therefore, boosts 
Merchant revenue.

Furthermore, the QRBee system satisfied the research purpose, 
as it was able to handle financial transactions with the use of QR 
codes, but there are areas for further development, as listed in Ta-
ble 2. This includes various tasks, which can be a base for further 
research studies. For instance, a research study can be used to delve 
deeper into the security aspect of the proposed QRBee framework 
and find a way to integrate it into different payment systems. The 
QRBee framework presents several notable tasks and consider-
ations for enhancement (Table 2). Firstly, the absence of a card 
payment system gateway impedes the execution of real card trans-
actions. Moreover, the web application, tailored for back-office sup-
port, lacks features for front-end operations but addresses essential 
functions like KYC procedures, reporting, and security measures, 
such as fraud detection and client notifications. Indeed, the QRBee 
developed application is exclusive to Android platforms. To fortify 
the overall system, there is a call for robust security measures en-
compassing both the mobile and potential web applications. Lastly, 
compliance with legal requirements mandates the incorporation of 
KYC procedures into the registration process, particularly for new 
Clients and Merchants.

Table 2: Further development.

№ Task Description

1 Payment gateway There is no card payment system gateway implemented.

2 Web application Not part of the project, the web-based tool may support back-office operations and KYC procedures, reporting and secu-
rity routines such as fraud detection, client notifications, and malicious merchant blocking.

3 iOS Client application QRBee application was developed for Android platforms only, but iOS support was intended.

4 Security measures Security measures need to be implemented for a potential web application.

5 KYC support New Clients and especially Merchants’ registration should incorporate KYC procedures.

Conclusion

This research study introduces the QRBee framework, and a 
mobile software application, which has been designed for financial 
transactions using an API network server, QR code technology, and 
real-time cloud database server. The QRBee framework comprises 
a meticulously tested mobile application that operate on Android 
phones and a MongoDB instance to facilitate seamless secure 
payment model. The monetary transaction protocol has been dis-
cussed, which relies on QR code exchange and presents a rapid and 

secure method for conducting mobile payments. Indeed, the proto-
col is hardware-agnostic and can be seamlessly implemented using 
smartphones. The payment process uniquely demands only Mer-
chants to have an internet connection, which offers a cost-saving 
by eliminating the need of public internet-network access in areas 
with limited or no network connectivity. The protocol’s security is 
ensured through the utilisation of digital signatures and asymmet-
ric cryptography encryption algorithms. Finally, the implementa-
tion process underwent detailed examination and analysis, which 
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revealed test results that affirm the capability of the implemented 
transaction method to transfer sensitive information for financial 
transactions through communication networks. The software ar-
chitecture and development processes adhered to the Agile meth-
odology through Scrum practice. The resulting prototype Android 
mobile application is designed to be cloud-ready with the ability to 
be executed within a Docker container on the cloud network using 
QRBee framework for secure financial transactions.
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