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Abstract

Machine learning systems are now all over the place. These systems provide predictions in a black box mode masking their internal logic from
the user. This absence of explanation creates practical and ethical issues. The explanation of a prediction reduces relying on black-box traditional ML
classifiers. Trustable Artificial Intelligence is the current area of interest. Testing of such systems has also not been formalized. We highlight these

two issues in this paper.

Introduction

Testing the performance of Machine Learning (ML) algorithms
is often challenging. Specifically ML methods are expected to
make predictions into the future and therefore their evaluation
has inherent uncertainty. In general, it is impossible to obtain the
true accuracy of an ML method since tests are conducted on small
samples of a dataset. Thus, when tests indicate that an ML method
is 90% accurate, it is an estimate of the prediction accuracy based
on empirical tests on a limited dataset. The traditional approach to
testing and evaluating ML algorithms is to determine the accuracy
of these methods on “unseen” datasets. That is, we learn the ML
model on a dataset and then compute its predictive accuracy
by testing the model on a new dataset that was not used during
learning. To minimize variance of these estimates, approaches
such as cross-validation perform multiple tests to compute the
accuracy of an ML algorithm. While traditional methods to test ML
algorithms have only considered how accurate an ML algorithm is,
we need to focus on testing ML algorithms on the basis of explain
ability. Specifically, consider an application of an ML algorithm in
healthcare. In this case, a doctor who uses the ML method to make
decisions needs to trust the predictions made by the method. Even
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if the algorithm is 99% accurate in making predictions, without
understanding the reasoning behind predictions, it is hard to trust
an ML method. In fact, it turns out that some of the most accurate
ML algorithms (e.g. Deep Learning) are also the least interpretable.
We need a testing framework for ML algorithms where we focus
on the ability of ML algorithms to generate human-interpretable
predictions. Further, we need to utilize the standard system and
software testing methodologies in building the framework. The
framework should concentrate on formal testing of raw dataset,
test dataset, validation dataset and the framework itself starting

with corresponding requirements analysis and management.

Methodology

LIME [1] is a recent approach that explains complex ML
algorithms based on simpler models. In general, linear models
are more interpretable than non-linear models. For example, if we
consider a linear function Y=W”TX, we can explain the function by
ranking the coefficients in W. Using this idea, given a non-linear
ML classifier, LIME generates explanations for predictions through
a linear approximation. Specifically, consider a classifier such as
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support vector machine (SVM). SVMs learn complex non-linear
functions from data that yield accurate results, however, explaining
the results from the complex SVM classifier is difficult. Instead, we
explain the prediction made by the SVM for a specific data instance
as a linear function. The parameters of linear function are then
used to rank the importance of features. One of the problems with
LIME is that it produces explanations that are locally consistent but
may not be globally consistent which may lead to biased results.
For example, consider an ML algorithm that identifies hand-written
digits based on their images. Traditional testing methods for ML
have shown that classifiers can achieve greater than 95% accuracy
on this task. However, to trust the classifier, each prediction should
point out to the key visual features in the hand-written digit as
an explanation for the prediction. LIME can produce such an
explanation independently for each example. However, to truly
trust the ML method, it must also produce consistent explanations.
That is, we should ensure that for similar digits, we pick similar
visual features as the explanation. For example, while detecting

the digit 4, even with the variations of writing the digit, humans
are likely to recognize it based on a set of consistent features such
as the cross lines. Therefore, for an ML algorithm to be trusted,
it should produce consistent explanations. An illustration of our
proposed framework is shown in Figure 1. As shown here, we will
first extract explanations for predictions independently using LIME
to generate what we call as Local Explanations. Each explanation
will be in the form of a ranking over the features. We will then
generate a global explanation where symmetrical instances have
similar explanations. To identify symmetry in the data instances,
we will use an approach that explains relationships among data
instances [2]. Once we identify symmetries in the instances, we will
modify LIME explanations such that features are ranked in similar
order when instances are similar to each other to produce a re-
ranking of features which we term as a Global explanation. Finally,
we will use this global explanation to determine if the ML algorithm
produces trustworthy results (Figure 1).
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Figure 1: lllustrating our proposed approach.
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We plan to use standard publicly available datasets from
visual as well as text processing tasks for evaluating our approach.
In particular, we plan to use image datasets from MNIST (hand-
written digits) [3] that classifies an image based on the written
digit in the image. Further, we plan to use language datasets from
Yelp reviews [4,5] where the task is to determine the sentiment
expressed in a review. For MNIST the explanations will be visual
regions while for Yelp reviews, the explanation will be text. We plan
to conduct a user study to test if the global explanation produced by
our approach is meaningful to a human user. If so, we can conclude
that the ML algorithm produces interpretable and consistent
explanations. We will use standard metrics such as t-test scores
to evaluate significance of our results. We plan to adopt standard
system testing techniques in the framework.
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