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Abstract

Nowadays, most Android users check reviews on the Google Play Store [1] before downloading applications. Normally, when a user is required
to download an application from Google Play, he/she checks reviews of the required application before downloading the application. If the maximum
opinions of the previous users are good, then the user downloads the application. If maximum opinions are against the application, the user ignores
the application and checks other applications. Positive opinions can result in financial benefits and fame for developers. Most local developers make
small teams to give fake reviews to their Apps to gain a good ranking in Google Play. When local users visit Google Play to download the required
Apps, they look for top-ranked applications on Google Play. Most of the time, due to fake reviews, local applications get top ranking in Google Play,
and due to good ranking, local users download it, which does not fulfill their requirements. So, we are investigating a system to detect spam reviews
on the Google Play Store application using ML techniques. In this study, we are using dataset user complaints of wearable apps dataset [2]. After this,
we are developing a desktop application where users can see which reviews are spam and which are real. Our system is also helpful for researchers
who are dealing with review studies. Users can enter his/her reviews with some constraints, and our system gives them output that will show which

reviews are real and which are fake.

Keywords: Google Play Store, Android applications, User reviews, Spam detection, Machine learning techniques, Wearable apps dataset.

Introduction

In the contemporary digital landscape, the Google Play Store
is a paramount platform for Android users seeking applications
catering to their diverse needs. The reviews provided by other
users often influence users’ decision-making process in selecting
an application. In this era of information abundance, users rely
on these reviews to gauge the credibility and functionality of an
application before committing to a download. However, the integrity
of this review system has been compromised by the proliferation of
spam reviews, creating a challenging landscape for both users and
developers.

@ @ This work is licensed under Creative Commons Attribution 4.0 License [MCMS.MS.ID.000618.

When users are confronted with selecting an application from
the vast array available on the Google Play Store, the abundance
of positive reviews typically sways their decision to favour an
application. Conversely, a preponderance of negative opinions
can dissuade potential users from downloading an application.
This symbiotic relationship between reviews and user decisions
underscores the critical role that appraisals play in the success or
failure of applications in the highly competitive digital marketplace.
In pursuing appraisals that confer financial benefits and acclaim
to developers, a disconcerting trend has emerged - manipulating
reviews artificially. In order to elevate their applications to the
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upper echelons of Google Play Store rankings, local developers often
assemble small teams to fabricate positive reviews. This deceptive
practice not only misguides potential users but also compromises
the integrity of the review system.

We comprehensively investigate spam review detection on the
Google Play Store to address this challenge. Our study employs
machine learning techniques and leverages the Wearable Apps
dataset, derived from user complaints, as a foundational resource
for training and validation. With its increasing prevalence and
reliance on accompanying applications, Wearable technology
serves as a pertinent domain for our investigation. The crux of our
research lies in developing a robust desktop application designed
to empower users to distinguish between authentic and spam
reviews. By implementing a machine learning model trained on
a diverse dataset of user complaints specific to wearable apps,
our system aims to provide users with nuanced insights into the
legitimacy of reviews. This initiative not only safeguards users from
the pitfalls of misleading reviews but also offers a valuable tool for
researchers delving into the intricate dynamics of user appraisals.

In the subsequent sections of this paper, we delve into the
methodology employed for training and validating our machine
learning model, the intricacies of the Wearable Apps dataset, and
the design and functionality of our desktop application. Through
this multifaceted approach, we aspire to contribute a robust
solution to the pervasive issue of spam reviews on the Google
Play Store, fostering a more transparent and trustworthy digital
ecosystem for users and developers alike.

Literature Review

The persistent issue of spam detection has long been a focal
point of research across various domains, including spam reviews
[3-5], e-mail spam [6-9], social spam [10-13], and spam bots [14-
15]. An exhaustive review of recent literature was undertaken
to gain a comprehensive understanding of the domain problem,
utilizing databases such as Google Scholar, Web of Science, Research
Gate, Science Direct, Semantic Scholar, IEEE Xplore, Springer, ACM,
and others. The detection of spam reviews is commonly treated as a
binary classification problem, addressed through diverse methods
such as machine learning and deep learning. This discussion delves
into various research articles that employ distinct approaches for
detecting spam messages.

A noteworthy study [16] offers an in-depth analysis of recent
spam detection methods, encompassing aspects such as datasets,
features, machine learning and deep learning models, performance
measures, and merits and demerits. Additionally, another research
article [17] provides a comprehensive review of practical deep
learning techniques, specifically recurrent neural networks, and
convolutional neural networks, focusing on the SMS corpus to
develop a binary spam classifier. Further contributing to the
literature, [18] explores spam email detection with a classification
approach using machine learning techniques for abnormal
detection. The study offers a thorough review and analysis of
various machine learning models and features employed in diverse
approaches for abnormal email detection, presenting valuable
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insights into future research directions and potential obstacles in
this evolving field.

In another study presented by [19], the authors developed a
cognitive spam detection model that detects and removes spam
pages during web link rank calculation. The proposed model spots
web spam with the help of a Short-term network based on link
features. This training result achieved an accuracy of 95.25%, as
more than 111000 hosts were correctly classified. Similar research
in the same domain was conducted by [20], where the author used
different techniques to extract highly connected features from
email content and determine which features are more helpful in
detecting abnormal traffic. The author used various state-of-the-
art machine learning algorithms to check the performance of the
selected features and achieved 99% accuracy in the detection of
spam emails.

This study [21] investigated and analyzed online reviews for
spam detection based on different machine learning algorithms and
proposed a model using a stochastic-gradient-descent algorithm to
predict abnormal reviews. The model uses bagging and boosting
techniques to overcome variance and bias problems. Moreover, for
the selection of optimal features from a huge feature space, some
rules-based regular expressions are generated. Finally, experiments
on the hotel reviews dataset proved the effectiveness of the study.
Xianyu, one of the largest second-hand product seller apps in China,
faces spam reviews by spammers to misguide customers. A large-
scale anti-spam model based on convolutional graph networks is
developing to predict spam advertisements on the Xianyu app [22].
The model is deployed to process Millions of data on a daily basis.
The real-time experiments of the model showed that the proposed
model can effectively detect spam reviews. Another study proposed
by [23] is based on only text data and a self-extracted feature
set. A benchmark data set for model evaluation consists of 4,827
Not-Spam SMS and 747 Spam SMS, a remarkable performance of
99.44% accuracy was achieved. Bio-inspired techniques like genetic
algorithms and particle swarm optimization were developed by
[24] to detect spam emails. Multinomial Naive Bayes integrated
with Genetic Algorithm gives the best performance.

Proposed Methodology

Our research aims to develop a robust system capable of
detecting spam reviews on the Google Play Store using machine
learning techniques. To achieve this, we propose a comprehensive
methodology involving data preprocessing, feature extraction,
model training, and results for review analysis.

The Architecture of the Methodology

Our proposed methodology encompasses a well-defined
architectural framework aimed at systematically addressing
the challenges of spam reviews on the Google Play Store. The
architecture unfolds in a series of intricately connected steps, each
contributing to the overall robustness of our approach, as shown
in Figure 1.

Data Acquisition: The process begins with acquiring raw
review data, a crucial step to ensure the authenticity and relevance
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of the dataset. This raw data represents diverse user complaints
regarding wearable apps, forming the foundation for subsequent
analysis.

Data Preprocessing: The acquired raw data undergoes a
meticulous data preprocessing phase comprising several crucial
steps:

a. Data Cleaning: In this step, we eliminate noise and
inconsistencies in the dataset, ensuring a high-quality
foundation for subsequent analysis.

b. Data Attributes Selection: Relevant attributes are carefully
selected to focus the analysis on key aspects, enhancing the
efficiency of our model.

c. Data Attribute Transformation: Transformation techniques

are applied to mold data attributes into suitable formats for
analysis, promoting uniformity and compatibility.

d. Feature Engineering: The extraction of meaningful features
from the data occurs in this step, encompassing textual
elements and metadata to capture the nuanced aspects of each
review.

Data Resampling: Recognizing the challenge of imbalanced
data, our methodology employs advanced resampling techniques to
address this issue. Resampling methods, including Random Over-
Sampling (ROS), Adaptive Synthetic Sampling (ADASYN), SMOTE
(Synthetic Minority Over-sampling Technique), Tomek links, and
SMOTE combined with Tomek links, are systematically applied to
ensure a balanced representation of authentic and spam reviews.
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Figure 1: A complete flow of the proposed spam detection mechanism.
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Feature Reduction: A feature reduction step is implemented
to streamline the dataset and enhance the efficiency of our
model. Correlation analysis is conducted to identify and retain the
most informative features while discarding redundant or highly
correlated ones.

Machine Learning Model Training: The prepared data is then
split into training and testing sets. This partitioning allows us to
train our machine-learning models on the training data. Various
algorithms, including Random Forest, Gradient Boosting, Decision
Tree, and Multi-Layer Perceptron, are explored to identify the most
effective model for discriminating between genuine and spam
reviews.

Model Evaluation: Post-training, the models are rigorously
evaluated using the test data to ascertain their performance
metrics. These metrics, including accuracy, precision, recall, and
F1 score, comprehensively understand each model’s efficacy in
distinguishing between authentic and spam reviews.

Results Reporting: The final step involves reporting the
outcomes of our methodology. Detailed results obtained through
the evaluation of trained models are presented to provide insights
into the effectiveness of our approach. This reporting stage serves
as a crucial feedback loop, informing potential adjustments and
improvements to the overall methodology.

The architectural flow of our methodology ensures a systematic
and thorough approach to detecting spam reviews on the Google
Play Store. By integrating data preprocessing, resampling, feature
reduction, machine learning model training, and evaluation, our
methodology forms a comprehensive solution to address the
nuanced challenges posed by the prevalence of spam reviews in the
digital ecosystem.

Results And Comparative Analysis

This section delves into the performance evaluation of our
proposed spam review detection methodology on the Google
Play Store. Through a thorough examination of key performance
metrics like accuracy, precision, recall, and F1 score, we present
a comprehensive comparative analysis of four machine learning
models, shedding light on their respective strengths and

Table 1: A comparative analysis table for ML models.

contributions to the effectiveness of our approach.
Performance Measures:

We employ a set of key performance measures to evaluate
the effectiveness of our proposed methodology for spam review
detection on the Google Play Store. These measures offer a
comprehensive understanding of the model’s performance beyond
a single metric. The following metrics are considered.:

Accuracy: Accuracy measures the overall correctness of the
model by considering both true positives and true negatives.

True Positives + TrueNegatives

Accuracy =
Y TotalPredications

Precision: Precision reflects the accuracy of positive predictions,
indicating how many of the predicted positives are actually true
positives.

TruePositives

Precision = — —
TruePositives + FalsePositives

Recall: Recall focuses on the model’s ability to capture all actual
positives, expressing the ratio of correctly predicted positives to all
actual positives.

Recall = TruePositives

TruePositives + FalseNegatives

F1 Score: F1 score balances precision and recall, providing a
harmonic mean that is especially useful when there is an imbalance
between false positives and false negatives.

F1 Score = 2 * Precision * Recall

Precision + Recall

C. Comparative Analysis:

Random Forest 99.4 87.4 93.3 90.2
Gradient Boosting 99.3 86 89.9 87.9
Decision Tree 91.5 79.2 96.9 87.2
Multi-Layer Perceptron 99.7 99.4 99.9 99.7

Our methodology’s performance is assessed by applying four
machine learning models: Random Forest, Gradient Boosting,
Decision Tree, and Multi-Layer Perceptron. The results are compiled
and presented in the following comparative analysis Table 1.

The machine learning model results for spam review detection
on the Google Play Store present a compelling picture of their

individual strengths. With an accuracy of 99.4%, Random Forest
excels in achieving an optimal balance between precision (87.4%)
and recall (93.3%). This suggests that the model is highly accurate
in correctly classifying authentic and spam reviews, emphasizing
minimizing false negatives. Gradient Boosting, with an accuracy of
99.3%, showcases a robust performance with commendable recall

Citation: Hina Ayub, Murad Ali Khan*. Guardians of App Integrity: A Machine Learning Approach to Detecting Spam Reviews on the
Google Play Store. Mod Concept Material Sci. 5(4): 2024. MCMS. MS.ID.000618. DOI: 10.33552/MCMS.2024.05.000618

Page 4 of 6


http://dx.doi.org/10.33552/MCMS.2024.05.000618

Modern Concepts in Material Science Volume 5-Issue 4

(89.9%) and a well-balanced F1 score of 87.9%. While it slightly
lags behind Random Forest in precision, Gradient Boosting remains
a formidable contender with a comprehensive ability to capture
actual spam reviews.

On the other hand, the Decision Tree, with an accuracy of
91.5%, exhibits a unique strength in recall (96.9%), surpassing
other models in capturing a substantial proportion of true positives.
This makes the Decision Tree particularly effective in minimizing

false negatives. Lastly, the Multi-Layer Perceptron outshines others
with exceptional accuracy (99.7%), precision (99.4%), and recall
(99.9%). Its high F1 score of 99.7% underscores a near-perfect
balance between precision and recall, making it an outstanding
choice for applications prioritizing overall performance. In
summary, the results provide valuable insights into the nuanced
strengths of each model, aiding in the selection of an optimal model
based on specific priorities and application requirements. A visual
representation of the overall results is illustrated in Figure 2.
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Figure 2: A visual representation of the ML model results.
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Conclusion Acknowledgment
In conclusion, the results of our spam review detection None.

methodology on the Google Play Store underscore the effectiveness
of machine learning models in mitigating the impact of deceptive
reviews. Random Forest and Multi-Layer Perceptron emerge as
robust performers, showcasing high accuracy and a harmonious
balance between precision and recall. The findings provide valuable
insights for developers seeking reliable tools for app evaluation
and users navigating the vast app landscape. The contribution of
this research lies in offering a systematic approach to address the
challenges posed by spam reviews, fostering a more credible digital
marketplace. Future work involves refining the methodology with
additional algorithms, advancing feature engineering, and exploring
real-time data integration. Collaborative efforts with stakeholders
could propel the implementation of our approach, contributing to
a more transparent and resilient digital ecosystem in the realm of
mobile app reviews.
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