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Abstract

The adoption of E-commerce is strongly influenced by consumers’ perceptions of risk, digital trust, platform reliability, and confidence in
online transaction systems. In emerging digital markets, these psychological and technological barriers remain critical because consumers and
small businesses often face uncertainty related to cybersecurity, payment safety, regulatory protection, digital skills, infrastructure reliability,
and ethical data governance. This study investigates consumer risk perception and digital trust in e-commerce adoption through a hybrid Best-
Worst Method (BWM) and Technique for Order Preference by Similarity to Ideal Solution (TOPSIS) decision psychology framework. The proposed
framework evaluates and prioritizes major perceived risk and trust-related factors affecting e-commerce participation, including investment and
financing uncertainty, governance and ethical Al concerns, geopolitical and trade instability, digital infrastructure gaps, fragmented regulatory
environments, cybersecurity and data privacy risks, and digital skill shortages. The BWM method is used to derive criterion weights from expert
judgment, while TOPSIS with Manhattan distance is applied to rank the perceived adoption barriers according to their relative closeness to the ideal
solution. The findings show that investment and financing barriers, governance and ethical Al concerns, and geopolitical and trade instability are
the most influential perceived barriers to e-commerce adoption, while digital skill shortages rank lowest among the evaluated factors. By reframing
e-commerce adoption as a psychological decision-making process shaped by perceived risk and digital trust, this study contributes to consumer
psychology, psychology and technology, and decision-making research. The findings provide practical implications for designing trustworthy,
inclusive, and psychologically acceptable e-commerce environments.

Keywords: Consumer risk perception; Digital trust; E-commerce adoption; Decision psychology; BWM; TOPSIS; Technology acceptance; Digital
consumer behavior

Introduction
plemented by the digital exchange of data, services, and products

Global trade is currently experiencing a significant transfor- through e-business platforms. The transition is primarily propelled

mation driven by digital technologies. The traditional focus on the by the emergence of e-commerce ecosystems that integrate many

hysical movement of goods across borders is increasingly com . . . .
phy g gy services, such as transportation, banking, and cloud computing.
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These ecosystems are reshaping international trade dynamics, with
China leading as a global e-business pioneer, while West Africa is
beginning to embrace digital solutions to accelerate economic de-
velopment. China’s involvement in the digital revolution is founded
on its extensive internet infrastructure [1], comprising over 1 bil-
lion internet users, exceptional technical capabilities, and a strong,
thriving e-commerce environment. China has become a major play-
er in global e-business, using projects like the Belt and Road Ini-
tiative (BRI) to spread its power across Africa. China’s expanding
economic might is changing the way commerce works throughout
the world. This gives West Africa, a region that has always been on
the edge of global digital trade, a chance to work together more. The
argument over global digital sovereignty has also gotten stronger in
the last few years. More and more African countries, notably those
in West Africa, want to be in charge of their own data and digital
infrastructure so they don’t have to rely on foreign digital powers.

Another important reason for the sudden need is the region’s
growing population. Mobile technology use is growing quickly in
Africa, especially in West Africa, where there are a lot of young,
tech-savvy people. This makes mobile-first solutions more and
more possible for growing e-commerce. Mo-bile internet is spread-
ing quickly, which is helping this change happen. In West Africa,
mobile phones are becoming the main way for people to access
e-commerece sites. Countries such as Ghana, Nigeria, and Cote d’Ivo-
ire are at the forefront of digitalizing their economies, developing
innovative financial services, and nurturing a new cohort of tech-
nology entrepreneurs. However, substantial obstacles persist, such
as insufficient digital infrastructure, legislative fragmentation, and
cybersecurity issues, which can impede the complete actualization
of digital trade potential. This change in demo-graphics, together
with the rise of mobile internet, makes this relationship even more
important right now, giving a sense of urgency to our study. Howev-
er, barriers impede the path to digital prosperity in West Africa. Is-
sues such as inadequate digital infrastructure, uneven regulations,
restricted data management capabilities, and security vulnerabili-
ties persist. Many small enterprises continue to face challenges in
accessing global digital value chains due to insufficient exposure,
financial resources, or digital competencies. Chinese enterprises
seeking to penetrate African digital market-places must navigate
unfamiliar territories, cultural disparities, and heightened scrutiny
on data security and digital sovereignty concurrently [2].

This study aims to examine how perceived risk and digital trust
shape e-commerce adoption decisions. Specifically, the study seeks
to:

a) identify the main psychological, technological, institutional,
and trust-related barriers affecting e-commerce adoption;

b) prioritize consumer risk perception and digital trust factors
using a hybrid BWM-TOPSIS framework;

c) evaluate how perceived cybersecurity risk, payment trust, gov-
ernance confidence, digital literacy, and platform reliability in-
fluence adoption readiness;

d) provide decision-support insights for designing more trust-
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worthy and psychologically acceptable e-commerce ecosys-
tems.

Although extensive studies have concentrated on China-Africa
collaboration in conventional sectors such as energy and infrastruc-
ture, there exists a significant deficiency in comprehending the im-
portance of digital trade and e-business as essential components
of South-South cooperation. This research seeks to address this
gap by assessing the risks, challenges, and strategic opportunities
for improving e-business collaboration between China and West
Africa, emphasizing the identification of sustainable solutions that
adapt to local circumstances and promote creativity. Many cur-rent
risk evaluation models struggle with issues such as inconsistent ex-
pert judgment and instability in rankings, which can lead to unre-
liable results. As a result, we propose the integration of Manhattan
Distance, which calculates absolute differences, with BWM to pro-
vide consistent expert input, and TOPSIS to help in prioritizing the
alternatives based on their relative closeness to ideal solutions, the
study offers a more comprehensive, stable, and reliable methodol-
ogy for risk assessment in digital supply chains. This paper aims to
offer the necessary details through a multilevel analysis incorporat-
ing regional statistics, empirical case studies from Ghana, Nigeria,
and Cote d’Ivoire, as well as comparable visual data. It contributes
to the discourse on digital globalization and the potential of South-
South partner-ships to enhance equity in the digital economy. The
study illustrates the digital relationship between China and West
Africa, demonstrating how digitally driven collaboration can tran-
scend the conventional donor-recipient paradigm, evolving into
strategic, innovation-oriented partnerships for the 21st century.
The structure of the paper is as follows. Section 2 presents a re-
view of the literature for the study. In Section 3, the BWM-TOPSIS-M
method is presented. Section 4 presents the results of the proposed
method. Section 5 concludes the research.

Literature Review

E-business risks China’s cooperation with West Africa has sig-
nificantly evolved over the past two decades, driven by shared in-
terests in economic development, infrastructure investment, and
political alignment. However, despite its potential, the Chinese
e-businesses operating in West Africa as a result of this coopera-
tion faces challenges and risks threatening its success. Institutional
risks concentrate on the uncertainties and challenges that arise due
to the nature, quality, and stability of the system in which a busi-
ness operates. These risks, which include the absence of coherent
e-business policies, the lack of digital transaction regulations, limit-
ed data governance, and weak e-government support [3-6] for dig-
ital trade, significantly escalate transaction costs in e-business by
creating an environment of uncertainty and unpredictability. TCT
posits that firms seek to minimize transaction costs, particularly
related to information asymmetry, monitoring, and enforcement
[7]. According to Cauffman [8], in the absence of clear policies and
regulations, firms face higher compliance costs, as they must in-
vest more in legal expertise, adjust their operations to various and
often changing standards, and manage the risks of opportunistic
behavior. This inefficiency necessitates greater vigilance and coor-
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dination costs, ultimately inflating the overall transaction costs and
hindering smooth cross-border operations in the digital economy
[9,10]. Technological risks are the potential problems and threats
that arise from the use, implementation, and management of tech-
nology in business operations [11,12]. These risks can disrupt an
e-business’s ability to function effectively, often leading to increased
costs, inefficiencies, or failures. These encompasses complexity of
modern e-business technologies, lack of IT expertise, cybersecurity
threats and digital infrastructure deficiencies [13,14].

According to TCT, in the e- business environment where un-
certainty and unpredictability exist, these problems substantially
increase transaction costs in e-business [15]. For instance, when
firms face inadequate IT infrastructure or cybersecurity vulnerabil-
ities, they incur higher costs for monitoring, protection, and tech-
nology integration, as well as potential data breaches or system
failures [16,17]. Moreover, the complexity of modern technologies
adds to the difficulty of efficient coordination and decision-making,
raising the cost of transaction management and further complicat-
ing cross-border operations [18]. According to Nanda [19], socio-
cultural risks are the challenges e-businesses face when interacting
with diverse cultural, social, and behavioral norms across different
regions. Risks such as language barriers, consumer behavior differ-
ences, cultural misalignment in virtual work-forces, resistance to
online payments, social media-induced cultural conflicts, and per-
ceived digital neo-colonialism significantly heighten transaction
costs, uncertainty and opportunism in cross-border e-business, as
outlined in TCT [20-23]. Sociocultural differences create communi-
cation barriers, misaligned expectations, and customer resistance,
which lead to higher negotiation and coordination costs [24,25].
Firms must invest more in adapting their marketing strategies,
modifying user experiences, and overcoming cultural misunder-
standings, all of which increase monitoring, contract enforcement,
and relationship management costs, ultimately raising the total
transaction costs [26,27].

In the legal context, risk refers to the likelihood or possibility of
facing ad-verse consequences, liabilities, or legal challenges due to
actions, decisions, or situations that may violate laws, regulations,
or contractual obligations [28]. Legal risks can vary depending on
the industry, geography, and nature of the business. In this Chi-
na-West Africa e-business context, risks such as legal and regulato-
ry frameworks, limited cybercrime legislation, intellectual property
(IP) challenges, and legal culture differences, escalate transaction
costs in e-business [18,29]. This is in line with TCT assumption
since firms operating in cross-border economic exchanges are like-
ly to face uncertainties and risks [30]. Weak legal frameworks in-
crease compliance and monitoring costs as firms navigate unclear
or inconsistent regulations [31,32]. The lack of cybercrime laws
and IP protections raises the risk of fraud, theft, and disputes, ne-
cessitating higher investments in legal safeguards [33,34]. Cultural
differences in legal practices add complexity to contract enforce-
ment and litigation processes, further increasing transaction costs
and hindering smooth operations [35-37].

In all, while the potential for China-West Africa cooperation in
e-business is significant, it is negatively affected by institutional,
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technological, cultural and legal risks. These risks increase trans-
action costs by introducing complexities and uncertainties. Institu-
tional risks, such as differing regulations, require more investment
in compliance and legal strategies. Cultural differences heighten
communication barriers and opportunism. Legal risks complicate
contract enforcement across borders. Technological risks, like in-
frastructure issues and cybersecurity threats, add further complex-
ity. Together, these risks necessitate greater vigilance, monitoring,
and higher up-front investments, significantly raising the overall
transaction costs for firms operating internationally.

Methodology

This study adopts a hybrid Best-Worst Method (BWM) and
Technique for Order Preference by Similarity to Ideal Solution
(TOPSIS) framework to examine consumer risk perception and
digital trust in e-commerce adoption. Rather than treating e-com-
merce adoption purely as a technological or supply chain issue, the
proposed framework conceptualizes adoption as a decision-mak-
ing process shaped by perceived risk, trust formation, institutional
confidence, digital competence, and uncertainty reduction [38-40].
In this context, the BWM is used to derive the relative importance
of psychological and trust-related decision criteria, while TOPSIS is
applied to rank the perceived adoption barriers according to their
closeness to an ideal low-risk and high-trust e-commerce environ-
ment. The methodology is designed to support decision psycholo-
gy analysis by identifying which perceived risks are most likely to
discourage consumers, small businesses, and digital stakeholders
from participating in e-commerce ecosystems, following a similar
framework for risk mitigation from Zhao et. al. [41] and Tamimu
et. al. [42] to optimize the risk evaluation through experts’ assess-
ment. The evaluated barriers include digital infrastructure gaps,
fragmented regulatory environments, cybersecurity and data pri-
vacy risks, geopolitical and trade instability, investment and financ-
ing uncertainty, digital skill and talent shortages, and governance
and ethical Al concerns. These factors are interpreted as perceived
adoption barriers because they influence users’ confidence, risk
tolerance, trust in digital platforms, and willingness to engage in
online transactions [43].

Research Design and Decision Psychology Framing

The proposed framework follows a multi-criteria decision-mak-
ing design that combines expert judgment with structured ranking,
similar to the re-search in [44,45]. The decision problem is formu-
lated around the prioritization of perceived risk and trust-related
factors affecting e-commerce adoption. Each factor is treated as an
alternative adoption barrier, while the evaluation criteria represent
psychological, technological, institutional, and trust-related dimen-
sions influencing digital decision-making. Let the set of perceived
adoption barriers be defined as:

A={4,4,,..4,)}, (1)

where “7 represents the ! th perceived barrier to e-commerce
adoption, and 7 is the total number of barriers considered in the
study. The set of evaluation criteria is defined as:
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c={C,G,,...C,},

where 7 represents the J th decision criterion, and 7? is the

(2)

total number of criteria. In this study, the criteria capture the per-
ceived importance of infrastructure reliability, regulatory certainty,
cybersecurity confidence, geopolitical stability, investment feasibil-
ity, digital competence, and governance trust.

Identification of Perceived Risk and Trust-Related Adop-

tion Barriers

The first stage involves identifying the major perceived barriers
that in-fluence e-commerce adoption. These barriers were selected
based on the literature on consumer risk perception, digital trust,
online transaction con-fidence, digital platform adoption, and tech-
nology acceptance. The selected barriers reflect the multidimen-
sional nature of e-commerce adoption, where consumer and stake-
holder decisions are shaped not only by platform avail-ability but
also by psychological confidence, perceived security, institutional
protection, and trust in digital systems. The perceived adoption
barriers evaluated in this study are:

a) Digital infrastructure gaps;

b) Fragmented regulatory environments;
c) Cybersecurity and data privacy risks;
d) Geopolitical and trade instability;

e) Investment and financing uncertainty;
f)  Digital skill and talent shortages;

g) Governance and ethical Al concerns.

These factors are interpreted as psychological and structural
barriers because they affect perceived usefulness, perceived ease
of use, perceived behavioral control, trust in online platforms, and
willingness to adopt e-commerce technologies.

Best-Worst Method for Criteria Weighting

The Best-Worst Method is applied to determine the relative im-
portance of the evaluation criteria. Experts first identify the most
important criterion, referred to as the best criterion, and the least
important criterion, referred to as the worst criterion. The best-to-
others comparison vector is expressed as:

B={b,b,,...h,}, 3)

7 indicates the preference of the best criterion over
J. Similarly, the others-to-worst comparison vector is
expressed as:

4

(o j
where 7/ indicates the preference of criterion J over the

where |,
criterion

0={o,,0,,...0,},

worst criterion. The objective of BWM is to derive the optimal
weight vector:
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®)

J represents the weight of criterion ]. The opti-
mal weights are obtained by minimizing the maximum deviation
between the pairwise comparison values and the corresponding

W ={w,w,,..w,},

n

where

weight ratios. The optimization model is formulated as:

min £, (6)
subjected to:
w .
_B_bj Sf:a v.]a (7)
Wi
_B_Oj Sf: v.]a (8)
Wy
ij=1, w, 20 9)
j=1
Here, W and

w

w den(ge the weights of the best and worst
criteria, respectively, while
tion. A smaller value of

represents the consistency devia-
indicates greater consistency in expert
judgment. The resulting weights are then used in the TOPSIS stage
to rank the perceived adoption barriers.

TOPSIS Ranking of Perceived Adoption Barriers

After obtaining the criteria weights from BWM, the TOPSIS
method is used to rank the perceived risk and trust-related barriers
to e-commerce adoption. A decision matrix is constructed as fol-
lows:

Xy X e X

n

Xy Xy een X,

X=. Do :n ’ (10)

X..
where Y represents the evaluation geore of perceived adop-

tion barrier ~ ' with respect to criterion /.

The weighted decision matrix is obtained by multiplying each
normalized criterion score by its corresponding BWM weight:

vy = WX,

(11)

v, . e A
where Y is the weighted value of alternative
/. The positive ideal solution and negative ideal solution are
defined as:

under crite-
rion
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while the distance from the negative ideal solution is computed

+ + L+ +
14 :{vl,v2,...,vn}, (12) as:
n
S Dy =Y v, vl (15)
V ={v1,v2,...,vn}. 13) j=l
+
. . . Asmaller ! indicates that a perceived harrier is closer to the
The positive ideal solution represents the most desirable . o p ZB o
ideal decision condition, whereas a larger ! indicates that the

condition, where perceived risk is minimized and digital trust is . . . "
. L . barrier is farther from the negative decision condition.
maximized. Conversely, the negative ideal solution represents the

least desirable condition, where perceived risk is high and trustin  pajative Closeness and Barrier Ranking

e-commerce systems is low.
The relative closeness coefficient is calculated to determine the

Manhattan Distance Measurement priority of each perceived adoption barrier:

To evaluate the distance of each perceived adoption barrier
from the ideal and negative-ideal conditions, Manhattan distance is Di_
applied. This distance measure is suitable because it captures abso- Ri = r : (1 6)
lute differences between alternatives and ideal solutions, making it ! !
interpretable for decision psychology analysis. The distance of each

. . . where 7 represepts the relative closeness score of barriers
alternative from the positive ideal solution is computed as: A

i Ahigher value of ~ 7 indicates that the barrier is more influen-
tial in shaping e-commerce adoption decisions and should receive
greater attention in trust-building and risk-reduction strﬁtegies.
) (1 4) The perceived barriers are ranked in descending order of ~ . The

n
+ _ ot
D = E |vij v;
j=1

framework for the methods is illustrated in Figure 1.

‘ Define criteria » Expert Input for BWM

C={C1, C2,..Cn}

‘ Tdentify: criteria

nisks closeness
Figure 1: Overview of the proposed method.
o _J
Variable Definitions '
e) . 7: Local participation index (e.g, SME inclusion) in
Let the variables be defined as follows: country

D, ; . .
a) ! : Digital infrastructure index in country ! f) i . Supply chain efficiency between 1 and J

T. .
/i ; l . ;
.b) : Trade flow (volume/value) from China (*) to West 2 J ; Utility gained by local population in country ]
African country
R. 1.1.1.0bjective Function
c) Y': Risk factor in cooperation between China and coun-
try J The primary objective is to maximize the composite benefit

i ] Jj function:
d) Y Investment cost from China to country
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max Z= Z[alﬂj +a,L,+aU; - BiR, —ﬂzClj] 17)

J=1

where:
o, a, o
a) 1 , 2 , 3

w BB

¢) X isthe decision vector, including infrastructure investment, platform choice, and regulatory measures.

are weights for trade, inclusion, and utility.

, are penalty weights for risk and cost.

1.1.2.Constraints

D;2D,;, Vj (Infrastructure Threshold) (18)

min

Z C, < B (Budget Constraint) (19)

J=1

R, <R, Vj (Risk Tolerance) (20)

L, >4 Vj (Minimum Local Participation) (21)

1.1.3.Resilience Index

We define a resilience index ~ 7 for each West African partner J as:

:7/1]-;]'+7/2S1'J‘+}/3Lj_74Rij

: (22)

75+Cl.j
Vi

where are normalization or priority weights. The system-wide objective is to maximize average resilience:

max lZR ; (23)
I’l j=1

Interpretation of the Framework

The proposed methodology provides a structured way to examine how perceived risk and digital trust shape e-commerce adoption.
The BWM stage identifies which decision criteria are most influential, while the TOPSIS stage ranks the perceived barriers that most
strongly affect adoption readiness. In this sense, the framework does not merely provide a technical ranking of e-commerce risks; rather, it
offers a decision psychology perspective on how consumers and stakeholders evaluate uncertainty, trust, and participation in digital com-
merce environments. By integrating perceived risk, trust formation, digital competence, and institutional confidence into a single ranking
framework, the methodology supports the design of more trustworthy, inclusive, and psychologically acceptable e-commerce systems.

Results and Discussion

This section presents the results of the hybrid BWM-TOPSIS decision psychology framework for evaluating consumer risk perception
and digital trust in e-commerce adoption. The analysis prioritizes the perceived barriers that influence adoption readiness, trust forma-
tion, and decision-making under digital uncertainty. Rather than interpreting the ranked factors only as supply chain risks, the results
are discussed as psychological and structural conditions that may increase or reduce consumers’ willingness to engage with e-commerce
platforms.

Prioritization of Perceived E-Commerce Adoption Barriers

The BWM-TOPSIS results reveal that perceived economic uncertainty, institutional trust, and external instability are the most influ-
ential barriers affecting e-commerce adoption. As shown in the ranking results, investment and financing barriers obtained the highest
relative closeness score of 0.635379 and ranked first among the evaluated factors. From a decision psychology perspective, this result
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suggests that financial uncertainty may strongly affect adoption
confidence because consumers, SMEs, and platform stakeholders
may perceive e-commerce participation as risky when payment
systems, platform investment, logistics financing, and digital ser-
vice support remain unstable.

Governance and ethical Al concerns ranked second, with a rela-
tive closeness score of 0.498195. This finding highlights the impor-
tance of institutional trust, ethical data use, platform accountability,
and perceived fairness in e-commerce environments. Consumers
are more likely to adopt digital commerce platforms when they be-
lieve that their data are protected, Al-based decisions are transpar-
ent, and digital transactions are governed by reliable institutions.
Therefore, governance-related trust is not only a regulatory con-
cern but also a psychological determinant of adoption behavior.

Geopolitical and trade instability ranked third, with a relative
closeness score of 0.451264. This result indicates that broader un-
certainty in the digital trade environment can affect consumer and
stakeholder confidence. When users perceive political, economic,
or cross-border digital trade conditions as unstable, their willing-

ness to rely on online platforms may decrease. This finding rein-
forces the role of perceived environmental uncertainty in shaping
e-commerce adoption decisions.

Psychological Interpretation of the Ranked Factors

Empirical findings with the decision psychology orientation of
this study, the ranked adoption barriers are reinterpreted accord-
ing to their psychological implications. Table 1 summarizes how
each factor evaluated relates to consumer perception of risk, digital
trust, and readiness to adopt e-commerce. The results show that
e-commerce adoption is shaped by a combination of perceived risk
and trust-related factors. High-ranking barriers, such as investment
uncertainty and governance concerns, suggest that adoption deci-
sions depend not only on individual consumer preferences but also
on the perceived stability, credibility, and ethical reliability of the
broader digital ecosystem. Lower-ranking factors, such as digital
skill shortages, remain important but appear less influential in the
current ranking structure compared with institutional and eco-
nomic trust-related concerns.

Table 1: Psychological interpretation of perceived e-commerce adoption barriers.

Investment and financing barriers Perceived economic uncertainty Weakens confidence in platform sustainability, payment reliability, and long-term
service continuity.

Governance and ethical Al concerns Institutional and ethical trust Shapes confidence in data protection, platform fairness, algorithmic transparency, and
accountability.

Geopolitical and trade instability Environmental uncertainty Increases external risk perception and may discourage long-term reliance on digital com-
merce systems.

Digital infrastructure gaps Perceived platform reliability Affects trust in system availability, transaction continuity, delivery reliability, and service quality.

Fragmented regulatory environment Legal uncertainty Reduces perceived consumer protection and weakens confidence in dispute resolution mecha-
nisms.

Cybersecurity and data privacy risks Privacy and security risk Affects willingness to share data, conduct online payments, and trust digital platforms.

Digital skill and talent shortages Digital self-efficacy Influences perceived ease of use, confidence in online interaction, and adoption readiness.

Digital Trust and Consumer Adoption Readiness

The ranking outcomes indicate that digital trust is a central
mechanism linking structural conditions to consumer adoption be-
havior. Governance and ethical Al concerns, cybersecurity and data
privacy risks, fragmented regulations, and infrastructure gaps all
influence whether users perceive e-commerce platforms as safe,
reliable, and trustworthy. When trust-related conditions are weak,
consumers may hesitate to engage in online purchasing, digital pay-
ments, platform registration, or data sharing. Conversely, strength-
ening institutional transparency, cybersecurity protection, digital
consumer rights, and platform reliability can reduce perceived
risk and improve adoption readiness. These findings suggest that
e-commerce adoption should be understood as a psychological
decision-making process involving risk evaluation and trust for-
mation. Users are more likely to adopt e-commerce when they per-
ceive digital platforms as secure, regulations as protective, payment
systems as reliable, and governance structures as fair. Therefore,
the results support the argument that digital trust and perceived
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risk are key determinants of e-commerce adoption.

Comparative Data

The comparison statistics in Table 2 for China and selected
West African countries and Figures 1-3 provide essential insights
into the digital readiness and structural capacity for e-business
collaboration between China and specific West African countries,
namely Ghana, Nigeria, and Cote d’Ivoire. These insights are essen-
tial for formulating collaborative supply chain strategies that utilize
regional strengths and mitigate obstacles. Table 2 highlights three
principal indicators: Internet Penetration, E-Commerce Market
Size, and Mobile Money Utilization. China excels in internet connec-
tivity, with 76% of its populace online, reflecting its sophisticated
infrastructure and digital economy. In West Africa, Ghana has a pen-
etration rate of 68%, followed by Nigeria at 55% and Cote d’Ivoire
at 46%. These statistics highlight the comparatively sophisticated
digital land-scape in Ghana, rendering it an optimal entry point for
pilot initiatives or scalable e-business frameworks. The results of
the risk evaluation framework are presented below:
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Table 2: Digital Readiness Indicators (2024 Estimates).

Ghana 68 4.5 80
Nigeria 55 13 74
Cote d’'Ivoire 46 2.8 66
China 76 2600 35
e N

Internet Penetration in Select West African Countries (%)

Ghana

Figure 2: Internet Penetration in Select West African Countries.

&

N
J

E-Commerce Market Size {USD Billion)

Figure 3: E-Commerce Market Size (USD Billion).

J
1.1.4.Decision Matrix 1.1.6.Positive-Ideal and Negative-Ideal Solutions
Table 3 shows the original decision matrix with 7 alternatives The positive-ideal and negative-ideal solutions are computed
(risks) and 7 criteria: and shown in Tables 5&6 below.
1.1.5.Weighted Decision Matrix 1.1.7.Manhattan Distances
After applying the criteria weights, the weighted decision ma- The integrated Manhattan distances to the positive-ideal and
trix is as presented in Table 4: negative-ideal solutions are aggregated and presented in Tables
7&8.
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Table 3: Decision Matrix for the Aggregated Criteria.

Digital Infrastructure Gaps 0.9 0.7 0.85 0.5 0.6 0.55 0.45
Fragmented Regulatory  Envi- 0.4 0.95 0.6 0.75 0.55 0.6 0.4
ronment

Cybersecurity and Data Privacy 0.7 0.6 0.95 0.45 0.5 05 0.55
Risks

Geopolitical an;inrade Instabil- 05 0.65 055 0.9 0.8 0.45 05

Investment anfi Financing Bar- 0.65 0.75 05 0.7 0.95 0.7 06
riers

Digital Skill am:STalent Shortag- 0.45 08 0.4 05 0.45 0.9 035

Governance a:eifsth'cal Al Con- 0.6 0.7 0.8 0.55 0.6 0.65 0.75

Table 4: Weighted Decision Matrix for the Aggregated Criteria.

Digital Infrastructure Gaps 0.116129 0.067742 0.072581 0.030645 0.145161 0.116129 0.193548

Fragmented Regulatory Envi- | oq6;4 0.091935 0.049677 0.072581 0.141935 0.116129 0.129032
ronment

Cybersec“”%f;l‘(‘i Data Privacy | 79581 0.058065 0.072581 0.029032 0.116129 0.116129 0.145161
Geopolitical gﬁinrade Insta- | 558065 0.072581 0.057742 0.145161 0.145161 0.090323 0.16129
Investment a‘r’i‘i :Smancmg Bar-1 4 067742 0.072581 0.052419 0.145161 0.16129 0.129032 0.16129
Digital Skill j;‘isTale“t Short- 1 029032 0.067742 0.055161 0.032581 0.072581 0.16129 0.116129
Governance a;‘:fsthlcal AlCon- | 572581 0.058065 0.064516 0.058065 0116129 0.116129 0.16129

Table 5: Positive-Ideal Solution (Best Values for Each Cri-

terion).

Table 7: Manhattan Distances to Positive-Ideal Solution

(D).

Infrastructure 0.116129 Digital Infrastructure Gaps 0.282258
Regulatory 0.091935 Fragmented Regulatory Environment 0.306452
Cybersecurity 0.145161 Cybersecurity and Data Privacy Risks 0.322581
Geopolitical 0.16129 Geopolitical and Trade Instability 0.245161
Investment 0.16129 Investment and Financing Barriers 0.162903
Human Capital 0.16129 Digital Skill and Talent Shortages 0.354839
Governance 0.193548 Governance and Ethical Al Concerns 0.224194

Table 6: Negative-Ideal Solution (Worst Values for Each

Criterion).

Table 8: Manhattan Distances to Negative-Ideal Solution

(D-).

Infrastructure 0.051613 Digital Infrastructure Gaps 0.164516
Regulatory 0.058065 Fragmented Regulatory Environment 0.140323
Cybersecurity 0.012903 Cybersecurity and Data Privacy Risks 0.124194
Geopolitical 0.072581 Geopolitical and Trade Instability 0.201613
Investment 0.087097 Investment and Financing Barriers 0.283871
Human Capital 0.058065 Digital Skill and Talent Shortages 0.091935
Governance 0.090323 Governance and Ethical Al Concerns 0.222581
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1.1.8.TOPSIS Scores

Table 9 illustrates the TOPSIS scores (relative closeness to the
positive-ideal solution).

Table 9: Aggregated Relative Closeness.

Digital Infrastructure Gaps 0.368231
Fragmented Regulatory Environment 0.314079
Cybersecurity and Data Privacy Risks 0.277978

Geopolitical and Trade Instability 0.451264
Investment and Financing Barriers 0.635379
Digital Skill and Talent Shortages 0.205776
Governance and Ethical Al Concerns 0.498195

1.1.9.Risk Evaluation and Ranking

The final ranking of risks based on the relative closeness is
shown in Table 10.

Table 10: Ranking Values.

Investment and Financing Barriers 0.635379 1
Governance and Ethical Al Concerns 0.498195 2
Geopolitical and Trade Instability 0.451264 3
Digital Infrastructure Gaps 0.368231 4
Fragmented Regulatory Environment 0.314079 5
Cybersecurity and Data Privacy Risks 0.277978 6
Digital Skill and Talent Shortages 0.205776 7

We present the results of the multi-objective optimization mod-
el to formalize the approach for establishing a resilient e-business
supply chain be-tween China and West Africa. Tables 11&12 pres-
ent the data inputs and the aggregated results using the objective
function and the resilient index equation

Table 11: Input Data for Model Variables.

Ghana 0.68 4.5 0.2 1.2 0.8 0.7 | 0.85
Nigeria 0.55 13 035 | 28 | 0.74 0.6 | 0.75
Cote d’Ivoire 0.46 2.8 0.4 1 0.66 0.5 | 0.65

Table 12: Results of the Resilience Model.

Ghana 4.75 2.64
Nigeria 11.34 3.68
Cote d’'Ivoire 2.71 1.78

The results illustrate the model’s ability to capture and assess
performance trade-offs among various countries. Nigeria demon-
strates substantial trade volume and resilience, whereas Ghana
excels in inclusiveness and utility. Cote d’Ivoire, despite its emer-
gence, exhibits diminished resilience and underscores areas where
investment ought to be targeted.

Visual Representation of Data

This section provides an overview of data regarding internet
prevalence, E-commerce market size, and mobile money usage in
the selected West African countries.

Figure 2 illustrates the discrepancy in internet access among
the chosen countries. Ghana’s leadership in this domain under-
scores its preparedness to integrate and adjust to digital solutions,
whereas Cote d’'Ivoire’s inferior connectivity indicates infrastruc-
tural deficiencies that may impede the extensive use of e-business
platforms. Strategic investment in digital infrastructure is essen-
tial for Cote d’Ivoire to bridge this gap and actively participate in
cross-border e-commerce activities.

Figure 3 illustrates the projected dimensions of the e-com-
merce markets in these nations. Nigeria, characterized by its sub-
stantial population and urban areas, leads the West African e-com-
merce sector with a market valuation of almost $13 billion. Ghana
ranks next with $4.5 billion, and Céte d’Ivoire exhibits a smaller
but expanding market at $2.8 billion. While China’s e-commerce
market, exceeding $2.6 trillion, is not explicitly represented here,
its presence in Table 1 highlights the significant scale disparity and
the potential for West African countries to benefit from China’s ex-
pertise in high-volume digital retail management. These data com-
bined indicate that Nigeria is a high-potential partner for logistics
and platform integration, but Ghana provides a robust equilibrium
of infrastructure, policy support, and consumer engagement.

The analysis of mobile money usage, depicted in Figure 4, is
very enlightening. Ghana once more demonstrates leadership, with
80% of its populace utilizing mobile banking services, signifying
a developed and inclusive digital finance ecosystem. Coéte d’Ivoire
(66%) and Nigeria (74%) exhibit significant adoption, indicating
the region’s need on mobile-first financial solutions owing to the
constraints of traditional banking. Conversely, China’s mobile mon-
ey utilization seems lower (35%) according to this particular sta-
tistic, despite the fact that platforms such as Alipay and WeChat Pay
prevail in digital payments. The data indicates a significant synergy:
China can supply platform knowledge and ecosystem size, whereas
West Africa offers a proven, mobile-first payment landscape. This
presents an opportunity for collaborative innovation in mobile
commerce infrastructure, especially for engaging rural and un-
banked demographics.
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Implications of the Results for E-Commerce Decision
Psychology

The results provide three main implications for understanding
e-commerce adoption from a psychological perspective. First, per-
ceived financial and institutional uncertainty can strongly influence
adoption decisions because consumers and SMEs may avoid digital
platforms when they lack confidence in payment reliability, invest-
ment continuity, and governance protection. Second, digital trust
depends on more than cybersecurity alone; it also includes ethical
Al use, regulatory clarity, institutional accountability, and platform
transparency. Third, adoption readiness is shaped by both indi-
vidual-level factors, such as digital competence, and system-level
factors, such as infrastructure reliability and governance trust. In
general, the findings show that e-commerce adoption is not sim-
ply a matter of technological access. It is a decision-making process
shaped by perceived risk, institutional confidence, digital trust, and
psychological readiness to participate in online markets. The pro-
posed BWM-TOPSIS framework therefore offers a useful method
for identifying which perceived barriers should be prioritized when
designing trustworthy and psychologically acceptable e-commerce
ecosystems.

Conclusions

This study examined e-commerce adoption from the perspec-
tive of consumer risk perception, digital trust, and decision-mak-
ing under uncertainty. By applying a hybrid Best-Worst Method
(BWM) and Technique for Order Preference by Similarity to Ideal
Solution (TOPSIS) framework, the study identified and prioritized
the perceived barriers that influence users’ willingness to partici-
pate in digital commerce environments. The findings demonstrate
that e-commerce adoption is not determined only by technological
availability or market expansion, but also by psychological factors
such as perceived uncertainty, trust in institutions, confidence in
online platforms, privacy concerns, and perceived competence in
using digital systems.

The results show that investment and financing barriers
represent the most influential perceived barrier to e-commerce
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adoption. From a decision psychology perspective, this finding
suggests that economic uncertainty can reduce confidence in
the long-term reliability of digital platforms, payment systems,
logistics services, and online transaction support. Governance and
ethical Al concerns ranked second, indicating that institutional
trust, ethical data governance, algorithmic transparency, and
platform accountability are central to consumers’ acceptance of
e-commerce systems. Geopolitical and trade instability ranked
third, showing that broader environmental uncertainty can
also shape adoption behavior by affecting users’ perceptions of
platform reliability and transactional security. The study further
shows that digital infrastructure gaps, fragmented regulatory
environments, cybersecurity and data privacy risks, and digital
skill shortages all contribute to perceived risk and trust formation
in e-commerce adoption. Although these factors ranked below
investment, governance, and geopolitical concerns, they remain
important because they directly affect consumers’ confidence in
system availability, online payment safety, data protection, dispute
resolution, and ease of use.
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