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Abstract

Smartphones have been an integral part of everyday life for society since their development. Naturally, the popularity of these devices has

brought an equal amount of malware designed specifically for these smartphone devices. The struggle to keep these devices secure and in turn the
sensitive information stored on these devices from getting into the wrong hands has become an ever-evolving endeavor. With the sheer amount of
malware produced coupled with the intelligent, polymorphic nature of the malicious software, it has become increasingly difficult to protect against
them. In this paper, we propose a dynamic approach to classifying malicious Android applications that does not rely solely on the signatures of said
applications. Instead, we analyze the Android Manifest of the dataset to classify whether an application should be considered malicious or benign.
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Introduction

With the proliferation of smartphones within the past few years
they have become a part of most cellphone users’ everyday lives [1].
Due to how integral they have become in today’s society coupled
with ease of access these devices have brought to contact one an-
other, it is only natural that these devices have very sensitive infor-
mation hosted on them. Knowing this, potential attackers see these
devices as very enticing targets.

What makes Android devices even more enticing to potential
attackers than the other platforms are the sheer amount of them
being used. According to a worldwide market share survey, 85% of
smartphone devices are Android based leaving iOS devices as the
second largest with 14.7% and other devices as effectively non-ex-
istent [2]. Moreover, the fact that Android based devices use Java as
the coding language leaves the Android devices vulnerable to re-
verse engineering. This is because Java applications in general have

@ @ This work is licensed under Creative Commons Attribution 4.0 License | GJES.MS.ID.000720.

this characteristic. Attackers have used this to their advantage and
as explained by Yajin et al. [3] that 86% of malicious software de-
veloped for Android has been through repackaging attacks.

A repackaging attack is performed by downloading a known to
be benign and most likely popular application, reverse engineering
the code, injecting a small snippet of malicious code within the ap-
plication, and finally resigning the APK with the original signature
to make it resemble the original application. Thus, resulting in ap-
plications that look familiar and benign on the Google Play Store,
but has malicious code hiding within them.

Related Work

The paper \Kernel-based Behavior Analysis for Android Mal-
ware Detection” by Isohara et al. focuses on using a lower level ap-
proach to malware detection. Instead of using the manifest file, it
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classifies malware based on system calls at the OS level of process-
ing. It collects logs of all valuable application activity on the kernel,
as well as process trees for suspicious applications, and sends them
to a server so they can be analyzed. The advantage of doing this is
that all applications must run through the kernel in some form or
another, so even if a malicious app tries to circumvent its own anal-
ysis, the logger will have evidence of the processes being used to do
so. Out of 230 popular third-party applications that were used as a
sample, the logs found that 37 of the apps leaked information, 14
of them ran exploitation code, and 13 ran with the “su” command,
giving the application access to other accounts. However, the server
that the logs are being sent to uses a signature-based detection sys-
tem of analyzing the system calls, so the accuracy of this detection
method may not be as high as we want it to be.

Motivation

The majority of currently used pre-existing work in this area
focuses on signature-based malware detection. While this meth-
od is very effective it requires a large database of known malware
samples that must be kept up to date. Additionally, the app in ques-
tion is being signed with identical signature those are same as the
original benign app then it will go under the radar of the signa-
ture-based detection system. Another factor that could prove diffi-
cult to detect with this methodology is when polymorphic malware
is introduced into the scenario. All these issues can be solved using
a dynamic malware detection approach. Using a dynamic approach
combined with machine learning can solve the issues that static
signature-based detection systems have. These dynamic solutions
reverse engineer the APK, examine the Dalvic Executable code con-
tained within to determine whether the application in question is
malicious or benign. The main issue with the dynamic approach is
the limited resources found on mobile phones such as power con-
sumption, CPU, memory, and storage. Keeping these limitations in
mind we will take a look at alternative solutions.

Data Acquisition and Preprocessing

Working with malware detection, we need to have a baseline
of benign samples with examples of known malicious samples. Our
malware samples came from a combination of Koodous [4] and a
collection on Github [5].

Something to keep in mind is that due to the popularity of these
datasets it is also likely that static signature-based virus detection
systems also use all or portions of these datasets. The APKs on these

websites were double checked to be malicious using the VirusTotal
tool [6] as a confirmation that these samples are indeed malicious.
So, if the malicious sample is indeed malicious, it is very likely that
VirusTotal will also confirm that.

When an Android application is compiled it is referred to as an
APK. A compiled APK comprises of 3 modules; the Android Mani-
fest made up of .xml permission requests coupled with API calls, the
Java code that determines the logic of the application and lastly the
resource file that consists of any music, images, colors, or anything
else to produce an application. When we gathered a dataset of 100
malicious APK samples, we also gathered 100 benign APK samples
taken from Google Play Store [7] and once again confirmed through
VirusTotal that they were benign. Once we had our samples, we be-
gan the reverse engineering process. To do this we utilized a well-
known tool known as APKTool [8] to extract the Android Manifest
from an APK file. Our approach is to analyze the Android Manifest
file included in every Android application that holds the permis-
sions as well as the intent actions found within the Android Man-
ifest. Intent Actions work as a message object that triggers an ac-
tion in the component of some other app. To analyze the Android
Manifest, we wrote a python script utilizing the xml.dom.minidom
[9] library that parses through a Manifest file and organizes the
requested permissions accompanied with the intent actions found
within the application.

Malware Detection

The process of our dynamically detecting malware algorithm
from an Android application’s Manifest begins with sifting through
the parsed permissions, and later on intent actions, to determine
correlations between certain amounts of permissions called, the
frequency of those called and assign a malignancy score to the most
frequent permission requests and intent actions. Then, the number
of permission requests and intent actions is recorded. Finally, the
malignancy score for each app is calculated, and the application is
classified as benign or malicious with the Logistic Regression, kNN,
and Naive Bayes algorithms.

A dataset is developed consisting of 100 malicious applica-
tions and 100 benign applications and gathered the number of oc-
currences of the permissions from each. This was done using our
python script that utilizes the xml.dom.mindom library in combi-
nation with second script that utilizes APKTool. This second script
allows us to extract the manifests of a folder of APK files and gather
the permission requests to score the application (Figure 1).

android.permission.INTERNET

Figure 1: Example of permission requests gathered.

ch.nth.android.contentabo_1@1 ech_univ.permission.C2D_MESSAGE
com.google.android. c2dm.permission.RECEIVE

android.permission.READ_PHONE_STATE
android.permission.ACCESS_NETWORK_STATE
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Through the process of gathering this dataset it was noticed
that we could cut down on the complexity of the algorithm by de-
termining unique and infrequently used permission requests and
cutting those out of the permission requests that will be consid-
ered. In doing so we were able to cut the complexity down so that

Table 1: Occurrences of permission requests in benign data set.

we can focus resources where they will be the most useful. Table 1
shows the top occurrences of permission requests from the benign
data set and Table 2 shows the top occurrences of permission re-
quests from the malware data set.

android.permission.INTERNET 85
android.permission.ACCESS NETWORK STATE 80
android.permission.WAKE LOCK 62
android.permission.WRITE EXTERNAL STORAGE 62
android.permission.ACCESS WIFI STATE 56
android.permission.VIBRATE 52
com.google.android.c2Zdm.permission.RECEIVE 49
android.permission.READ EXTERNAL STORAGE 47
android.permission.RECEIVE BOOT COMPLETED 43
android.permission.GET ACCOUNTS 35
android.permission.ACCESS FINE LOCATION 32
android.permission.CAMERA 30
com.android.vending.BILLING 29
android.permission.READ PHONE STATE 29
android.permission.READ CONTACTS 26
android.permission.ACCESS COARSE LOCATION 26
com.google.android.providers.gsf.permission.
READ GSERVICES 2t
android.permission.MANAGE ACCOUNTS 20
com.google.android.finsky.permission.

BIND GET INSTALL REFERRER SERVICE 9
android.permission.USE CREDENTIALS 19
android.permission.GET TASKS 19
Total 841

Table 2: Occurrences of permission requests in malicious data set.

android.permission.WRITE EXTERNAL STORAGE 423
android.permission.INTERNET 361
android.permission.READ PHONE STATE 345
android.permission.ACCESS NETWORK STATE 344
android.permission.ACCESS WIFI STATE 308
android.permission.SEND SMS 270
android.permission.READ SMS 267
android.permission.RECEIVE SMS 260
android.permission.CHANGE WIFI STATE 234
android.permission.CHANGE NETWORK STATE 223
android.permission.MOUNT UNMOUNT FILESYS 184
android.permission.WRITE SMS 181
android.permission.ACCESS COARSE LOCATION 173
android.permission.GET TASKS 164
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android.permission.VIBRATE 142
android.permission.READ EXTERNAL STORAGE 137
android.permission.RECEIVE BOOT COMPLETED 133
android.permission.WRITE SETTINGS 112
android.permission.ACCESS FINE LOCATION 109
android.permission.SYSTEM ALERT WINDOW 104
com.android.launcher.permission.INSTALL SHORTCUT 100
Total 4574

From this data, we observe that the malware dataset had about  has no effect on changing the approval or denial status of that per-
443.9% more permission requests than the benign dataset. This is  mission. Therefore, the max number of requests for a particular
likely due to some manifests having duplicate permission requests. permission should be as the number of APKs (Table 3).

Requesting a permission that has already been requested before,

Table 3: Scores assigned to permissions.

android.permission.WRITE EXTERNAL STORAGE 3.61
android.permission.INTERNET 2.76
android.permission.READ PHONE STATE 3.16
android.permission.ACCESS NETWORK STATE 2.64
android.permission.ACCESS WIFI STATE 2.52
android.permission.SEND SMS 2.62
android.permission.READ SMS 2.56
android.permission.RECEIVE SMS 2.5
android.permission.CHANGE WIFI STATE 2.16
android.permission.CHANGE NETWORK STATE 2.09
android.permission.MOUNT UNMOUNT FILESYS 1.82
android.permission.WRITE SMS 1.77
android.permission.ACCESS COARSE LOCATION 1.47
android.permission.GET TASKS 1.45
android.permission.VIBRATE 0.9
android.permission.READ EXTERNAL STORAGE 0.9
android.permission.RECEIVE BOOT COMPLETED 0.9
android.permission.WRITE SETTINGS 0.96
android.permission.ACCESS FINE LOCATION 0.77
android.permission.SYSTEM ALERT WINDOW 0.87
com.android.launcher.permission.INSTALL SHORTCUT 0.86

In this research the number is 100 for both datasets. The next the number of APKs.
step in our malware detection process is to assign a malignancy

(Malicious Occurrences - Benign Occurrences)

score to the app. To do this, we first assign a malignancy score to . _

Malignancy Score =
each of the permission requests in Table 4. The score for each per- n
mission request is calculated using the following Eq. 1. n represents

(€]

Shown below in Table 3 are the scores that were calculated.

Table 4: Occurrences of intent actions in benign data set.

android.intent.action.VIEW 372
android.intent.action.MAIN 138
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android.intent.action.BOOT COMPLETED 91
com.google.android.c2Zdm.intent. RECEIVE 89
com.google.android.gms.gem.ACTION TASK READY 85
com.android.vending.INSTALL REFERRER 83
android.intent.action.MY PACKAGE REPLACED 53
android.intent.action.SEND 45
com.google.firebase.INSTANCE ID EVENT 44
android.intent.action.SEARCH 44
android.intent.action.LOCALE CHANGED 40
android.appwidget.action.APPDWIDGET UPDATE 35
android.net.conn.CONNECTIVITITY CHANGE 32
com.google.firebase. MESSAGING EVENT 31
android.content.Syncadapter 28
com.audible.mobile.download.action.
CANCEL DOWNLOAD 22
com.audible.mobile.download.action.
START DOWNLOAD 22
android.intent.action.EDIT 22
android.intent.action. TIME SET 20
com.google.android.c2dm.intent. REGISTRATION 18
com.google.android.gms.iid.InstancelD 18
Total 1332

Next, the number of permission requests found in an app’s
manifest are recorded. The malignancy score for an app is then cal-
culated by adding up the scores of each scored permission found in
the app’s manifest.

From the results of the algorithms, it was decided that another
attribute besides the number of permission requests and the per-
mission request score for each app is required. The results from the
algorithms for only permission requests are presented in the Re-
sults and Analysis section. We limited our search to items that are
found in the Android Manifest le to make the implementation con-
sistent. It was found that intent actions would be the best addition
to the malware detection process. Intent actions are an attribute of

an item found within the Android Manifest called an intent filter. In-
tents are a data structure that allows for an Android app to request
actions from other apps. Two types of intents exist: explicit and im-
plicit. Where, explicit intents specify the app that will perform the
action and implicit intents do not specify the app that will perform
the action, but rather the action that is being requested. Implicit
intents are specified using intent filters [10]. The actions that the
intent filters specify are under the <action> tag. To try and improve
the accuracy of our malware detection process, we gathered the in-
tent actions of all manifests in our dataset using the same process
as the permission requests. Figure 2 shows an example of how the
intent actions are gathered.

-

android.intent.action.USER_PRESENT
android.intent.action.ACTION_SHUTDOWN
android.net.conn.CONNECTIVITY CHANGE
android.intent.action.SIM STATE_ CHANGED
android.intent.action.SERVICE_STATE
android.bluetooth.adapter.action.STATE_CHANGED

Figure 2: Example of intent actions gathered.
N
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Shown in Table 4 and 5 are the occurrences of the most fre-
quent intent actions of both data sets. With this data, it was noticed
that both data sets have intent actions that exceed 100 occurrences.
Unlike permission requests however, duplicate intent actions are
justified because there could be multiple interactions in an app
that perform the same action. Despite this, it was decided to use
the same scoring method as the permission requests because most

Table 5: Occurrences of intent actions in malicious data set.

of the occurrences came from a few intent actions. Most notably,
about 55.2% of the occurrences of the malware data set came from
one intent action: MAIN. So, it was concluded that the use of this
intent action is common in malware, and that the previous scor-
ing method would be able to reflect that. The calculated scores are
shown below in Table 6.

android.intent.action.MAIN 1591
android.provider.Telephony.SMS RECEIVED 263
android.net.conn.CONNECTIVITY CHANGE 165

android.intent.action.USER PRESENT 154
android.intent.action.BOOT COMPLETED 139
android.provider.Telephony.SMS DELIVER 65

android.intent.action.ACTION POWER CONNECTED 39
android.net.wifi.STATE CHANGE 39
android.intent.action.MEDIA MOUNTED 39
android.net.wifi. WIFI STATE CHANGED 38
android.intent.action.ACTION POWER DISCONNECT 37

android.intent.action.SERVICE STATE 35

android.intent.action. ACTION SHUTDOWN 34
android.intent.action.ANY DATA STATE 34
android.intent.action.SIM STATE CHANGED 33
android.provider.Telephony. WAP PUSH RECEIVED 32
android.intent.action.MEDIA EJECT 31
android.bluetooth.adapter.action.STATE CHANGED 30
android.intent.action.BATTERY CHANGED 29
android.intent.action.PACKAGE ADDED 28
android.net.wifi.supplicant. CONNECTION CHANGE 26
Total 2881

Table 6: Scores assigned to intent actions.

android.intent.action.MAIN 14.53
android.provider.Telephony.SMS RECEIVED 2.61
android.net.conn.CONNECTIVITY CHANGE 1.33

android.intent.action.USER PRESENT 1.49
android.intent.action. BOOT COMPLETED 0.48
android.provider.Telephony.SMS DELIVER 0.64

android.intent.action.ACTION POWER CONNECTED 0.3
android.net.wifi.STATE CHANGE 0.37
android.intent.action.MEDIA MOUNTED 0.31
android.net.wifi. WIFI STATE CHANGED 0.32
android.intent.action.ACTION POWER DISCONNECT 0.31

android.intent.action.SERVICE STATE 0.35
android.intent.action. ACTION SHUTDOWN 0.25
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android.intent.action.ANY DATA STATE 0.34
android.intent.action.SIM STATE CHANGED 0.29

android.provider.Telephony.WAP PUSH RECEIVED 0.3
android.intent.action.MEDIA EJECT 0.28
android.bluetooth.adapter.action.STATE CHANGED 0.28
android.intent.action.BATTERY CHANGED 0.29
android.intent.action.PACKAGE ADDED 0.12
android.net.wifi.supplicant. CONNECTION CHANGE 0.26
Total 2881

Various Parameters

The parameters that are used to compare this experiment with
previous Android Malware research are given as follows:

. TPR representing True Positive Rate
° FPR representing False Positive Rate
. Accuracy

. Area under the ROC curve

. Precision

° Recall

. F1-score

TPR computes if the given vector supports in detecting mal-
ware.

TP

R= oy @

True Positives representing TP is how many malwares are clas-
sified correctly. False Negatives representing FN is how many mal-
wares are classified incorrectly.

FPR computes if a benign app is falsely detected as malware.
FP

R - _——

(FP+TN)

False Positives representing FP is how many benign apps are
classified incorrectly. True Negative representing TN is how many

€)

benign apps are classified correctly.

Accuracy is how many benign apps and malware apps are clas-
sified correctly.

_ TP+TN
(TP+FN+FP+TN)

ACC @)

If the TPR is high and the FPR is low that means algorithm has a
good performance. An algorithm with good performance will have
an accuracy closer to 1.
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This will be displayed in the ROC curve. If this curve is closer
to the axis of TPR and TPR 1, then the algorithm has good perfor-
mance. The area under the curve will show how well the classifier
can distinguish each class. Precision represents the percentage of
apps classified correctly as malware, as they actually being mal-
ware.

TP

Precision = ————
(TP+FP)

)

Recall is the percentage of apps that are malware are also clas-
sified correctly as malware.

TP

Recall= ———
(TP+FN)

(6)
F1-score is average of the Recall and Precision.

2 * Precision * Recall
(Precision + Recall)

Fl= (7

The F1-score is closer to the smaller value. Generally, if these
values are closer to 1, then the algorithm is performing well.

Results and Analysis

The classification algorithms chosen to work with are Logistic
Regression, Naive Bayes, and kNN [11]. This section will provide
explanations of these classification algorithms, along with the re-
sults for each of them. The results of each algorithm include the
ROC curve for both classes, the confusion matrix, and then a table
containing other results such as area under the curve and classifica-
tion accuracy. The ROC curve represents the TPR vs the FPR related
to each test case. The confusion matrix represents how many apps
are classified for each class, and how many apps that were actually
in each class. The experiments started with the default properties
for each algorithm, and any changes that were made to increase
accuracy is mentioned in their respective explanation. The testing
method used is 10-fold cross validation. This means that the data
will be split into 10 groups, the model will learn from 9 random
folds, test itself on the remaining fold, then repeat the process for
each other fold. The first algorithm tested with the data set was Lo-
gistic Regression [12] (Figure 3).
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( N
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APKtools,
Dex2lar, and
10-GLI
Decompile Decompile Decompile
.Dex and Smali Android Android
files Manifest Resources
Parse
Python
xmil.dom.minidorm
Benign Permissions Malicious
‘_ Permission and
J Feature reduction -’ x
Figure 3: Overview of our malware classification process.
N J

This algorithm uses a logit transform to calculate the probabil-
ity that an instance is a member of a class. The predicted classifica-
tion of the instance is the classification that has the highest proba-
bility. The probability that an instance X is a member of class j with
k possible classes is calculated with Equation 8. If an instance has m
attributes, then g is the m * (k —1) parameter matrix.

(XA
QLX)+ )

P,(X) ®)

Eq. 8 does not give the probability of the last class.

The probability of the last class is given below in Eq. 9:

k=1 1
- Y XX, | =——=5 )
; Q. expX*B) + 1)

j=

With all the probabilities calculated, the algorithm then uses a

log-likelihood function to optimize the probabilities.

n [ k1 k-1 k-1
LZ-Z(ZJ‘(WHH Pj(X;)]+(1-(Z‘GJ))*[ZE((Xi))jﬂidge*ﬁz (10
= 3 =

Ridge is a parameter entered by the user to determine how
much the algorithm will optimize the loglikelihood. The classifica-
tion of each instance is the class with the highest probability. With
Logistic Regression, we obtained the best results when using 20-
fold cross validation instead of 10-fold cross validation. Only dif-
ference

between 20-fold and 10-fold is how many folds the data is split
into. Logistic Regression had a classification accuracy of 91% with
the ridge parameter set at 8. Logistic Regression did not have the
highest classification accuracy out of the three algorithms, it did
have 0.95 area under the ROC curve. The ROC curves for both class-
es are shown below in Figures 4 and 5, along with the confusion
matrix in Figure 6. Table 7 is the full table of evaluation results for
Logistic Regression.
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Figure 4: ROC curve for Logistic Regression for malicious classifications.
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Figure 5: ROC curve for Logistic Regression for benign classifications.
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Figure 6: Logistic Regression Confusion matrix.

Table 7: Evaluation Results for Logistic Regression.

Benign 0.95 0.91 0.913 0.887 0.94
Malicious 0.95 0.91 0.907 0.936 0.88
Average 0.95 0.91 0.91 0911 0.91

Table 8: Evaluation Results for Naive Bayes.

Benign 0.852 0.785 0.79 0.771 0.81
Malicious 0.852 0.785 0.779 0.8 0.76
Average 0.852 0.785 0.785 0.786 0.785

The next algorithm tested with the data was Naive Bayes [13].
Naive Bayes assumes that the attributes used for prediction are al-
ways independent from the classes, and that there are no underly-
ing factors that will alter the predictions. Like Logistic Regression,
Naive Bayes calculates the probabilities that a test instance is part
of a class. The Bayes’ Theorem is used to determine if a test instance
x being a member of a class c. Let X be the vector that contains all
predictor attributes, x represents the values of each attribute that
particular test instance has, and C be the vector that contains the
classification variable (Table 8).

p(C=¢) * p(C=¢)
p(X=x)

Because the prediction attributes are conditionally indepen-
dent from the class, Equation 12 is obtained.

pPX=x)= (1D

p(C=0¢)=p(A X; =xC :C):Hp(xi =xlC=¢) (12)

Equation 12 only calculates the probabilities of discrete at-
tributes. The probabilities for continuous attributes are given by
Equation 13. p(C=c)=g(x; ,UC;O'C),

(c0-p1)*
xe 20 (13)
YA Y & Yo

Where (x; u,0) =

and are the standard deviations and mean respectively of the
continuous attribute. Once the probabilities are calculated, the al-
gorithm simply selects the class that has the highest probability.
With Naive Bayes, we achieved the best results using 20-fold cross
validation. Naive Bayes was the least accurate algorithm in our test-
ing with a classification accuracy of 78.5%. The ROC curves for both
classes are shown below in g. 6 and 7, and Table 9 presents the
confusion matrix.
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Table 9: Evaluation Results for KNN.

Benign 0.92 0.92 0.921 0.912 0.93
Malicious 0.92 0.92 0.919 0.929 0.91
Average 0.92 0.92 0.92 0.92 0.92

Naive Bayes has 0.852 area under the ROC curve. The results
are shown in Table 9 (Figure 8 & 9).

The last algorithm tested was the kNN algorithm. It is an in-
stance-based k-nearest neighbor’s algorithm [14]. An instance is a
single APK with the predictor attributes being the number of per-
mission requests and the malignancy score, and the category attri-
bute being the true classification of the application. The training of

this algorithm could be considered as storing instances into a set
with their classifications known. When the algorithm is done train-
ing, it compares an instance with an unknown classification to the
stored instances. The similarity between two instances x and y with
n predictor attributes is calculated with a distance formula. The de-
fault formula is a basic Euclidean distance shown in Equation 14.
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Similarity(x; y) =—

(Z(Xi - Yi)Z] (14)
i=1
The similarity can also be calculated using a Manhattan, Che-

byshev, or Mahala Nobis distance formula. The Manhattan distance
formula is shown below in Equation 15 and was used in this re-

Once all the similarities are calculated, the next step is to clas-
sify the unknown instance. The classification of instance is depen-
dent on the popular classification of k smallest similarities. kKNN
was the most accurate classification algorithm with a classification
accuracy of 92.0% with k set to 1, and the distance parameter set
to Manhattan. The ROC curve for both classes is represented in Fig-

ures 10 and 11, and the confusion matrix is shown in Figure 12. The
full evaluation results for KNN are shown in Table 9 [15].

From these results, clearly kNN is the algorithm that should be

search.
Similarity(x; y) =) _|x, =y, (15)
i=1 used in our malware detection process [16-19].
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Conclusion

With smartphones becoming ever popular devices and Android
being the dominant operating system within the field, the battle of
keeping these devices secured against malware has become equal-
ly more important. In this paper, we have discussed the problems
with static signature-based malware detection methodologies and
proposed a new dynamic algorithm-based framework instead that
keeps power consumption concerns in mind.

Thus, our proposed method brings together the best of both
worlds: the lightweight properties of signature-based detection
and the effectiveness of other more in-depth, resource heavy meth-
odologies. To accomplish this, we reverse engineer the Android
APKs, parse thro’ the Android Manifest for permission requests
and intent actions. Then apply Logistic Regression, kNN, and Naive
Bayes algorithms. In doing so, we were able to provide a general
framework to dynamically classify Android malware, in which clas-
sification algorithms can be ne-tuned to any existing data points to
provide more accurate results, providing a lightweight and effective
solution to malware detection.
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